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VHTEPHET U 3JIOYIIOTPEBE
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npog. op Jenena MATHJALLIEBUH-OFPA/JOBUR
Capa 3APYBUI]A!

Ancmpakm: CaBpeMeHe TexHoJIorHje oMoryhaBajy TpaHCHALMOHAJIHU KapaKTep
cajoep mpocropa. OTyz HUje CIOPOHO /1a padyyHapCKe MpesKe MOTY IOCTaTH TPeMET
Pa3IMYUTHX 3JI0yNOoTpe6a. ¥ TOM CMUCIY, pauyHapcKe Mpexe MOy HMMAaTH
TPOCTPYKH 3Ha4aj. [IpBo, MOTy ce MOjaBUTH Kao LK/b WM 06jeKaT Hanazja. Jlpyro,
padyHapcKe Mpee Cy ICTOBPEMEHO U TEXHUYKO CPE/ICTBO U ajiaT 3a Hanaf. Y tpehe,
oHe omoryhaBajy u3BplIea KpUBUYHOT Jiesia. Cajoep JeUKTHE pajibe Bplile ce
MPUKPHUBEHO, TE UX je TEIIKO PA30TKPUTH, a jOLI Texe JOKa3aTH NpeJ] Ha/LJIEXXHUM
opranuma. [loce6HO U3paxkeH NpoBJIEM Y 0BOj MAaTEPHjU Pe/ICTaB/ba 3/10yNOTpeda
WHTEPHETA Kao OCHOBHEe IVI06a/He KOMYHHUKaIMjCKe KOMIjyTepcke Mpexe. Y
aHaJIM3U Koja CJie[iy, ayTOPKe Cy yKasasle Ha YhibeHUL Ja je 85,7% nomynauuje y
EBponckoj yHuju KopucTtuio uatepHet y 2017. roauny, ok je 49,8% nomnynanuje
kopuctuiio dejcoyk. Takohe, Ha cBeTckoM HUBOY 51,7% momysalyje KOPUCTHIIO je
uHTepHeTy 2017. roauHuy, 1ok je 26,3% kopuctuiio ejcbyk. Y Peny6muy Cpouju,
y nepuogy ox 2015. no 2017. roguHe, youeHO je KOHTHHYHpaHO noBehare 6poja
KOpPHUCHHKA Y 06JIaCTH TpUMeHe MHGOPMAIL[MOHO-KOMYHHKAIIMOHUX TEXHOJIOTHja.
Takobe, KOHCTaTOBaHe cy U ofpeheHe KPUMHUHOJIOIIKEe TeH/IeHIIMje 300T KOjuX je y
MepCeKTUBY HEOMXOJHO YHanpeAuTd mnpahewme [JUHAMHUKE W CTPYKType
KPUMHUHAJIUTETA.

KyuHe peuu: cajbep mpocTop, pauyHapcke Mpexe, HHTepHeT, EBporncka yHHja,
Peny6svka Cp6uja.

! MlpaBHU dakyaTeT 3a MpUBpeAy U paBocyhe, YHuBep3uTeT [IpuBpeHa akasemMuja y HoBom
Capny; E-mail: jela_sup@yahoo.com; [IpaBHu dakyaTeT YHUBep3uTeTa y Beorpaay.

246



Eéponcxo saxonodabembo, 6p. 67/2019

1) yBOQ

O/ mojaBe mpBOT padyHapa, na /10 AaHac, 01O je 10 BeoMa GP30T, 4aK ce MOXKe
pehu 1 ekcIaH3MBHOT, LLIMPEHa HET0BE yIOTpede ¥ CKOPO CBUM 06J1aCTHMa XKUBOTA
U pajia. Y MOYETKYy NpUMeHe padyyHapcKe TEXHOJIOTHje payyHapu HUCY 6UIU
nozf06HU 3a Behe 3/10ynoTpebe, jep bUX0Ba IpMMeHa HUje 61J1a MacOBHa, TaKo Jja
ce ’bH1Ma 6aBHO CaMO y3aK KPYT KOPUCHUKA — MHPOPMATHIKHUX CTPy4Yrbaka. OHO LITO
je OTBOpWJIO BpaTa IIHMpemy MOTYHHOCTH Ja Ce KOMIjyTepcKa TeXHOJIOTHja
3JI0yIIOTPe6H y pa3IMuUTE CBPXE, jeCTe leH Op3 pa3Boj, N10jeJHOCTAB/bEHE HheHE
ynotpebe, Ka0 ¥ JIOCTYMHOCT MCTe IIMPOKOM KPYry KOpHCHHKA.? YopeJo ca
0BaKBOM JIMHAMHMKOM pa3Boja padyHapa pa3BuJie Cy Ce U pauyHapCKe Mpexe, 0f,
KOjUX je HajII03HaTHja I7I00a/IHA padyHapCcKa MpeXa — MHTepHeT. [IpBu padyHapu
O6uM cy ayTOHOMHH, U30JI0BaHU 0[] OCTaJuX padyHapa. MehyTum, pauyHapcke
Mpexe Cy OCMUII/beHe y BeoMa KPaTKOM IMepHo/ly HAaKOH MOoYeTKa MacOBHUje
POU3BO/IEbE PAUYyHApPa, IIpe CBera Jja 61 ce Moaly KOjU e Hasla3e Ha Pa3InyUuTUM
padyHapyMa MOTJIH JIeJIUTH U JUCTPUOYUPATH M0jeJUHUM HJIM CBUM KOPUCHULIMMA
oapehene mpexe. 360T HaUMHA HA KOjU QYHKIMOHUILY padyyHApU U padyHApCKe
Mpexe Cy, 3aXBabyjyil KOPUCHUYKUM MPOrpaMuMa, MOCTalH jeJHOCTABHUJU U
NPUCTyTAauYHUjU HajBeheM 6pojy /byAH Koju ce MOTY 6e3 pobJieMa 3a HEKOJIMKO JlaHa
0OYYMTH 3a OCHOBe pajia Ha pauyHapy. Hampegak y TesleKOMyHHUKAlLMOHO] U
pavdyHapCKOj TEXHOJIOTHjU TOKPEHYO je MHPOPMALMOHY PEBOJIYLH]Y, UHjU Ce YTUIIA]
MOKe OPeAUTH ca UHAYCTPUjCKOM peBosyLrjoM 19. Beka. Hanme, mpoMeHe Koje je
M3a3Bajia MHGOpPMalLMOHA TEXHOJIOTHja YIYMHUIE Cy a Y IPBU IJ1aH Aohy HOBU
CTPATEIIKH PECYPCU CaBPEMEHOT JPYIITBA - 3Hake U uHPopMalyja. MehyTum,
OpojHe MpoMeHe Koje je ca cO60M JI0OHEO Pa3BOj OBOT CErMEHTa H3Y3€THO CY
NOrojioBajle AcOLHYjalHUM W KPUMHHAJIHUM aKTHBHOCTHMA, MOApXKaBajyhu u
noAcTUYyhy BUXOBO HACTajambe, HUPemhe U UHTEH3UTET.

2) CAJBEP [TIPOCTOP

3a pasJuKy Of KJAaCUYHMX BHUJAOBAa KPHUMHUHAJIUTETA, payyHapCKH
KPUMUHAJIUTET KapaKTepullle 3HAaTHO MpPOIIMPEH MNpPOCTOP KPUMHUHAIHOT
JleJIoBarba KOjU He 3aXTeBa MPHCYCTBO U3BPIIHOLIA HA MECTY U3BPLIEHhA KPUBUYHOT
Jena. KopucHuIM payyHapcKe TEXHOJIOTHje ce 6e3 KOHTPOoJie MOTY KpEeTaTH y
BUPTYeJHOM MHPOPMATUYKOM CBeTY, 6e3 063upa Ha BpeMeHCKe U NPOCTOpHe
napaMeTtpe. C 063UpoM Jia ce padyyHapcKa KpUBUYHA Jies1a Bplie y crnequdpruiHoM
OKpY’Kekby, 3BaHOM KHOepHEeTHYKU UM cajoep MPOCTOp, TO MOBJAYHM 32 CO60M

2Jenena MaTujameBuh, CBeyiana WrmarujeBuh, ,KoMijyTepckd KpUMUHAJIMTET y IPaBHO]
TeopHujy, 10jaM, KapaKTEPUCTHUKE, moceaule’, y: HHgpomex®-Jaxopuna 2010, ENeKTpOTEXHUIKH
daxysnreT, Mctouno CapajeBo Bou. 9, 852-856, 2010, cTp. 852.
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MHOILUTBO HOBUX U 3aHUMJ/bUBUX UMIUIMKaLMja. CTora, uMajyhu y BUAy OBy OUTHY
KapaKTepUCTUKY padyyHapCKOT KpUMHUHa/IUTeTa ,YMbeHULA Jja ce U3BpllaBa y
uHpoOpMaLIOHOM aMbujeHTy Aaje My oApeheHe ceqUPUYHOCTY, Koje ce OIIelajy
y YMHeHULM J1a ce KpUMUHAJ y UHPOPMALMOHOM aMOUjeHTY y 0HOCY Ha KJIaCUYHY
CUTYyaLlMjy M3BplLIaBa Jaklle, Opke, Pa3HOBPCHHUje, 0OMMHUje M, LITO je ca
CTAaHOBHIITA KPUMHHAJIALA HAPOYUTO 3HAYajHO, aHOHUMHHU]e"3 Cajbep mpocTop
HyJu GecKoHauyHe MOIYRHOCTU: pas/MuMTe HayMHEe KOMyHHKaluje ca JpyruMm
JIMIMMa Y U3pakaBarba CONCTBEHUX MUC/IU U ocehamba, cajipikajHe U GecryiaTHe
uHpopMauuje o 6GUJIO KOjoj TeMH, pasnnuuTe ¢$opMme 3abaBe, MOTYNHOCTH
I0C/IOBaba M joll MHOro Tora. BaxxHa kapakTepucTHKa cajbep mpocTopa je
V106a/IHY M TPaHCHALMOHAJIHU 0OUM, IITO JUPEKTHO yKasyje Ha YHHbeHU1ly [1a 0Ba
npo6sieMaTHKa NpeBa3ujiasy TEPUTOPHjaIHY KOHTPOJYy HAllMOHAIHUX JpxaBa. Y
OBOM KOHTEKCTY, MOCTOje H3BeCHe CJWYHOCTH payyHapCKOI KpUMHUHa/la U
TPaHCHALMOHA/IHOT OPraHU30BaHOT KPUMUHAJIA, C 063UPOM Ja , TPaHCHALMOHAIHU
OpraHW30BaHU KPHUMHUHAJIMUTET jecTe OpraHW30BaHU KPHUMHUHAJIUTET 4uja ce
KpUMUHAJIHA [ieJIaTHOCT OJBUja HA IPOCTOPUMA JiB€jy WU BULLIe [[P3KaBa, UJIH je 110
61J10 KOM OCHOBY [IOBe3aHa ca BULiIe Ap:xaBa. OpraHM30BaHU KPUMUHAIUTET Ce CBE
BUIlle UHTEPHALKOHA/IK3Y]je, lihpehy CBOj yTULAj ¥ EKOHOMCKO] U MOJUTHUYKO)]
chepu Ha TepuTOpHjaMa Bullle 3eMasba‘* UMajyhu y BuAy Ja je ,2kesba 3a CTULAbEM
npoduTa OCHOBHU MOTHUB HajBeher 6poja NouMmbeHUX KPUMUHANHUX JeJia h3a
06JIaCTH OPraHMW30BaHOT KPUMHUHAJMA“® U y OBOM KOHTEKCTY Ce MOTY YOUHUTH
U3BeCHe CJIMYHOCTU jefHe rpynalyje akTUBHOCTH U3 06J1aCTU KOMIjyTepCcKOr
KpUMHHa/la ca aKTUBHOCTUMa U3 cdepe OpraHW30BaHOT KpUMHHaIA. TepMUH
cajoep mpoctop (eHrs. cyberspace) npBu NyT je ynoTpe6/beH 1984. ropue.
BeneuKT nocMarpa cajoep NpocTop Kao ,HOBU YHHUBEP3yM, IapasieJHU CTBOpPEH
YHUBepP3yM, KOjH je oip:kaBaH NoMohy ‘CBeTCKUX pauyHapa' M KOMYHUKaLMOHUX
JIMHUja“® Y HewITo Apyrayujoj nepcnekTuBH Xjy3 AepuHuIe cajéep NPoCcTOp Kao
,MehycobHO cIojeHO, OKpyXere MOCPeJCTBOM KOMIjyTepa Yy KoMe Cy
NpeJICTaB/beHU CBH MPETXOJHO HAacTaIu Meauju"’ [IpeMa akTyeJHUM CTaBOBUMA,

3Cno6ogan IletpoBuh, ,0 HHOOPMALMOHOj PEBOJNYLHUH Y KOHTEKCTY 3JI0ymoTpebe
vHbOpMaIOHe TeXHoJorHje", y: 310ynompebe uHgopmayuoHux mexvosozuja (3UTEX), yp.
Cno6opas [letpoBuh, Yapyxemwe UT Beturtak, Tapa, 1-14, 2004, cTp. 6.

*Jenena Matujawesuh, 3opaH [aBoBuh, ,OpraHu3oBanu KpuMuHaauTeT", [Ipaso - meopuja u
npakca, 26(5-6), 57-65, 2009, ctp. 61.

%Jenena Matujawesuh, ,IIpare HOBL@, aKTyeJHH OGJIMK OpraHM30BaHOT KPUMHHAJIA — MaHHU-
decrauuje, MeTou U ioceauLe”, [lpaso — meopuja u npaxca, 27(5-6), 118-131, 2010, crp. 119.

¢ Michael Benedikt, ,Cyberspace: some proposals®, in Cyberspace: First Steps, ed. Michael Benedikt,
Mit Press Cambridge, USA,119-224, 1991, p. 119.

7 Kevin Hughes, From Webspace To Cyberspace, Enterprise Integration Technologies, Menlo Park,
CA, 1995; Volker Schneider, Dirk Hyner, The Global Governance of Cybercrime: Issue Space and
the Transnational Policy Network. University of Konstanz, Germany, 2003, p. 4.
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cajbep npocTop ce MocMaTpa Kao HOBa aKLIMOHA JUMeH3H1ja U COLMjaHa TOIoI0rhja
NPOMUCTEK/IA U3 pauyyHApPCKUX MpeXa, a HApOYUTO Ca UHTepHeTa. Y U3BECHOj MepH
cajoep MpOCTOP je COIMO-KYJATYPHH CJIOj, HEOTXO/JHA HAJ[IPa/itha HA TEXHUUKY
UHPpacTpyKTypy UHTepHeTa. Kao BUpTYyesiHa peasHOCT oMoryhaBa HOTIIyHO HOBE
obpacue ApywWITBEHOT JesoBama. To je MpeAyc/JoB W pe3yaTaT CaBpPeMEeHHUX
JpyLITBEHUX 3Hama. [IpeMa ToMe, cajbep MPOCTOp je BellTayKa TBOPEBUHA Koja
3axTeBa BUCOKY TEXHUYKY ONPEMJbEHOCT, 106py HHPOPMaALMOHY UHOPACTPYKTYPY
KOja je HU4YHMja ¥ CBa4uMja CBOjUHA, Y KOMe MapaJieJIJHO KOer3uCTUPajy BUPTYEJHO U
peasiHo Y KOJ KOra je KOMyHHKalija KOJIEKTHBHA. 3aTO Ce 0Baj KpUMHUHAJI CBPCTaBa
y Haju3pa3uTHju 06JIMK TPaHCHAlMOHAHOT KPUMHKHAJIa TPOTUB Kora HU 60p6a He
MOXKe OUTH KOHBEHIIMOHA/HA.2

3) 3JIOYIIOTPEBE PAUYHAPCKUX MPEXA

HecyMmwrBoO je fa pauyHapcka Mpexa Moxe OUTH NpeJMeT Pas/JMuUTHX
3J10ynoTpeda, 06jeKT pajjibe BUle KpUBUYHUX Jiela U MOXe ce HahM Yy HEKOJIMKO
pa3nn4yuTUX yaora. [locToje pasjMuyuTe KaTeropuje y4uHuIana KOMIjyTepCKOT
KPUMHUHA/INTETA, C 063UPOM /1a IOCTOjU MHOLITBO Pa3/IMYMTHX JieJla Koje YKHe, a1
¥ UMajyhu y BUJy MOTHBE KOjU WX MOKpehy y Bpllewy OBUX aKTHBHOCTH.’
KpuMmuHan Be3aH 3a pauyHapcke Mpexe je 00JIMK KpUMUHAHOT OHAIlamka KoJ,
Kora je cnenMUUYHOCT OKpYy>Kerba pasJior Tora IUTO Ce padyHapCKe Mpee
T10jaBJbY]jy ¥ TPOCTPYKOj Y/I03H: K0 LIMJb MJIM 00jeKT HaMa/la, Kao CPeICTBO UJIH aJIaT,
WM Kao OKpyKele H3BpIIeHka KPHUBUYHOI Jesa. AKO padyHapCKe Mpexe
IocMaTpaMo Kao Lu/b WM 06jeKT Hamaja, yBuhaMo Ja ce Hamazajy CepBHUCH,
byHKLHMje ¥ cagpxaju Koju ce HA Mpexu Hasasze. Kpagy ce ycayre u mojany,
owrrehyjy ce MJIM yHUIITABA]y Ae/I0BU WJIH LieJ1a Mpexa U pauyHapCKU CUCTEMH, UJIN
ce oMeTajy QyHKIMje BUXOBOT paja. AKO TocMaTpaMo Mpexe Kao CpefCTBO UIU
ajaT, yBuhaMo Jja BesJIMKM 6poj MOJilepHMX KpHMMHUHa/alld KOPHUCTU CBe BHUIle
payyHapcke Mpexe Kao opyhe 3a peanusanujy CBOjUX HaMepa, ylnpaBo 300T
MOTYRHOCTH KOje UM TO OKpYXXeHbe MpyKa. Y3HeMUpaBame (eHI. cyberstalking) je
npuMep KopHllhewa KOMIjyTepa U UHTepHeTa Kao Cpe/iCTBa KOjUM Ce 0JIaKllaBa
BplleHe TPaAULIMOHATHUX KPUBUYHUX Jlesla. AKO padyyHapcKe Mpexe IocMaTpaMo
Kao OKpY»Kee U3Bplletha KpUBUYHUX Jie/1a, YBUDAMO Jja TO OKpYXKekbe CJIYKH 3a
BpJsio epUKacHO MPUKpPUBae KPUMUHAMIHUX pajibU. PauyHapcke Mpexe cy ce
pas3BuJIe Kao Noc/enla NoTpebe Bojcke U pa3IMUMTHX BJAJAUHUX HHCTUTYLIHja ¥

8 Mupjana [paxyauh, Patumup [lpakynuh, Cajéep kpumunan, 2010, goctynHo Ha: http://
www.bos.rs/cepit/idrustvo/sk/cyberkriminal.pdf (03.09.2010).

9 Jelena Matijasevic, Zaklina Spalevic, “Specific characteristics of computer criminal offenses with
regard to the law regulations®, in: Icest 2010 Conference, ed. Cvetko Mitrovski, Faculty of Technical
Sciences, University ,St. Clement Ohridski®, Bitola, Macedonia, 643-646, 2010, p. 643.
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CjenuwenuMm AmepuukuM JIp>kaBama. OBe Mpexe cy 6GuJie caMO 32 UHTEPHY
yIoTpeby, ca jakoM 3alUTUTOM 0J] HeZJ03BO/bEHOT YNaja U KopUlihema, v 6e3 UKaKBe
HaMepe Jia ce KoMepLujanu3yjy.l’ OBU Moziesid Mpexxa Cy aK 6HJIH [0J1a3Ha 0CHOBA
3a pa3Boj IPBUX IMBUJIHKX Mpexa. Y nocjeibux 20-aK rofuHa UHTEPHET je 0CTao
Hajlony/japHyja M Haj3acTylJbeHHWja IJlobGasHa padyyHapcka Mpexa. [loce6GHo
U3paxkeH NMpob6JsieM Y 0BOj 00JIaCTH jecTe YIpaBo 3/10yNoTpeba UHTEPHETA, Kao
OCHOBHe [IJI0Ga/iHe KOMYHMKAlMjCKe payyHapcke Mpexe. AKO MoOIefaMo
NPEeTXOAHO 0bjallilbeHe yJIore y KojuMa ce jeJHa pauyHapcka Mpeka Moxe Hahy,
KOHcTaToBaheMo Jia je MHTEpHET U3y3€eTHO NOro/JaH, IPeBacXoJHO Kao CPeCTBO
BpILIEHha pa3/IMYUTUX KPUBUUHUX JeJa. [Ipo6/ieM Koju NOCTOjU Ha HHTEPHETY, a
KOjU BeoMa I0ro/lyje BpLIey pa3JIMuUTHUX Hel03BO/beHUX PajitbH, jecTe NpobieM
uJeHTUTeTa. HarMe, TELIKO je HA UHTEPHETY YTBPJUTH HEUHjH PABU UJEHTUTET. !
OrpomHe MoryhHOCTH Koje 0Ba I7106a/1Ha Mpexa CBaKOJHEBHO IPY:Ka CBUM CBOjUM
KOPUCHHUIIMMA, KOHCTAHTHO Cy NOJJI0KHE Pa3/IMYUTHUM 3/10ynoTpebama, 360r yera
HEU30CTaBHO Tpeba MpeABUAETH Y I[O3UTUBHONPABHUM KPHUBUYHUM
3aKOHOJAaBCTBUMAa M Mepe 3alUTUTEe OBOI CerMeHTa pPavyHapCKOr CUCTeMa.
ExcniaH3uMBHHY pa3BOj HHTEPHETA OTBOPHO je BpaTa HOBOI NepUOJa y UCTOPHUjU
LUBU/IM3aLMje 0/ Ha3uBOM MHpopMaTHyKa epa. OTBapajy ce HOBe JUMeH3Uje
Hay4YHOI paZia, NMPUBPEJHOr IOCJ0BaMa, APXKAaBHOI IJIaHUMpPama, paToBamba,
yrpokaBamba, aju U cTBapama 6e36esHocTd. Hacrajy HoBe MoryhHocTd 3a
IJIaHUpatbe, IPUIPEMY U U3BpILEbe Pa3/IMYUTUX BPCTa KPUBUYHUX JleJ1a, ITUPEeHe
ONIaCHHUX UJeja, ujeoJsioruja 1 nHdopMauuja, aju U MoryhHOCTH 3a JieJ0oBambe U
capaZilby OpraHa W ciay:x6u 6e36eJHOCTH, Kao U jayame 6e36eHOCHe KyJIType
rpabaHa.’? O 3Hayajy MHTepHETa, Ka0 OCHOBHe IJIOGAJHE KOMYHHKALHjCKe
KOMIIjyTepCcKe Mpexe, FTOBOPH MoJaTakK Ja je Ha faH 25. mapTa 2005. roguHe 6poj
KOpHCHHUKA MHTepHeTa 6uo je 888.681.131, wto ynHu 13,9% yKynHe cBeTCcKe
nonysanuje.'* UnTepHeT foCTHKe MyHOJIETCTBO Y 2008. roAMHY ca 0KO MUJIHjapay
KOpHCHHUKa U ca 0Ko 100 musmoHa cajToBa. Ha Mpexu ce cBaKor aHa y IpOCEKy
npuk/bydd 100.000 HOBMX KopucHUKA.!* [lak/ie, HUHTEpHET je of JIyKCy3a U

1 Muguja Komnen-Hukosnuh, Pamoje TIBosgenoBuh, Cama Pagynosuh, Asekcanpgap
MunocassbeBuh, Panko JepkoBuh, Biasan 2Kuskosuh, Cama XKuanosuh, Mapuo PesbanoBuh,
ViBan Anexcuh, Cy36ujaree 8UCOKOMEXHONOWKO2 KPUMUHAAA, YAPYXKetbe jaBHUX TYXKUJIaLa U
3aMeHHUKa jaBHUX Tyxxusana Cpouje, beorpaa, 2010, ctp. 10.

11 Chris Reed, Internet Law - Text and Materials, Cambridge University Press, Cambridge, 2000;
Mutowr Ba6osuh, , Xakepcka cyOKy/ITypa U KOMIjyTePCKU KpUMUHAN', [IpasHu szcusom, 53(9),
741-753, 2004, cTp. 744.

12Kenumup Kewerosuh, ,UHTEepHET Kao opyhe Tepopucta“, Pesuja 3a 6esbedHocm, 2(4), 37-41,
2008, ctp. 37.

13 Bupoje Criacuh, Akmyesina numarea y o6sacmu cajéep KpumuHaaa, BUITeH cycke mpakce
BpxoBHor cyzaa Cp6uje - UaTepmekc, 1, 107-130, 2006, cp. 107.

4 ¥enumup Kererosuh, ,MHTepHET Kao opyhe Tepopucra®, op. cit,, ctp. 37.

250



Eéponcxo saxonodabembo, 6p. 67/2019

anCTPAKTHOT eKCIIepUMEHTa, HEM03HATOT BeNWHU JbY/IH, TOCTA0 HEMUHOBHOCT U
cpeAcTBo HHOpMHUCcaba U KOMyHUKalWje, 3abaBe U eiyKaliyje Koje CBaKOAHEBHO
KOPUCTA MWIMjapAy U MO JbyAd WMpoM maHeTe. [logany o 3acTyn/be€HOCTH
UHTepHeTa Ha npocrtopy EBponcke yHuje 3a 2017. roanHy, ca KOMIapaTUBHO
NpUKa3aHUM MOJallMMa O 3aCTYIJbeHOCTH HWHTEPHETa Ha NMPeoCTaloM Jesy
IJIaHeTe, Kao U KOMIApaTUBHO MPUKa3aHUM M0/lal{MMa O YKYIHOj 3aCTYM/beHOCTH
WHTEpPHETa Ha CBETCKOM HHBOY, IpUKa3aHu cy y Tabesu 1.

Ta6esa 1: Bpoj kopuCHMKA HHTEpPHETA Ha mpocTopy EBporcke yHuje
3a 2017. roguny

CBeTCKH Momnynauuja |, ) HHTepHeT %y oHOCY Ha dejcoyk
€rUoHU (10 2017) Yo TIONYyJIaLiyje KOPUCHULH JI0 A KOPUCHUILIU 10
b 30.jyna 2017, "o 130 jyia 2017,
E/EPM?ECKA 506,279,458 6,7% 433,651,012 85,7% 252,070,000
OCTatak 17012749512 933% 3451916607 492%  |1727,633530
YKVYIIHO Ha
ceeTckoM  |7,519,028,970| 100,0% 3,885,567,619 51,7% 1,979,703,530
HMBOY

WsBop: Internet Usage Statistics, World Internet Users and 2017 Population Stats, 2017, cTarwe
Ha gaH 30.06.2017. rogune, UHTEepHeT: https://www.internetworldstats.com/stats9.htm
(05.01.2019).

W3 mpunokeHUxX nojaTaka BUAH ce Jia je 85,7% nomnynanuje y EBponckoj yHujU
KopucTuio uHTepHeTy 2017. roauny, 1ok je 49,8% nonynanuje y EBponckoj yuuju
y UCTOj ToguHu KopucTuio PejcOyk ApywmTBeHy Mpexy. Takobhe, B ce Aa je
51,7% nomnysanuje Ha CBETCKOM HUBOY KOPUCTUJIO UHTepHET y 2017. roguHY, 0K
je 26,3% nonynanuje Ha CBETCKOM HHUBOY YV UCTOj rofUHU KopucTtuao Pejcoyk
JPYLITBEHY MpEXY. Y CKJIaZy ca MPeTX0JHUM Ipe/cTaB/batbeM MOryNHOCTH Koje
jeAHa padyHapcka Mpexe MOXe Ja NpPYyXU YIMHUOLMMA pPasHUX OO6JIMKa
payyHapcKor KpUMHKHAaJIa, HaBelheMo jolll jeZlaH HauWH Kopullhewa NPeTX0JHO
IIOMEHYTHUX KalalUTeTa pauyHapcke Mpexxe. HanMe, nociejib1Ux rofjuHa Clambe
eJIeKTPOHCKe MOIITe MOCTaJIo je Hajuelwrhu BuJ, KOMyHUKauuje. [I[peMa HeKuM
UCTpaXXMBambuMa y 0BoOj obsacty, y 2009. rofiuHN AHEBHO je mocaaTo 247
MUIMjapLy UMejI nopyka, Aok je y 2010. roquHu 6poj mociaTux UMejJ1 nopyka
U3HOCKO 294 Ha fiaH. [lofaTak Aa je fHEBHO NOC/ATO 294 MUIMjapAx NOpyKa 3HaYU
Jla je CBaKe CeKyH/ie IOC/IaTo BUlle o7 2,8 MuaroHa nopyka. Oko 90% oBux mopyka
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TMpe/iCTaB/ba HeXeJbeHy MOIITY (CaM) WM CaApku WTeTHe nporpame.’® [locroju
BeJIMKU Opoj Mporpama 4uja je jeZjiHa cBpxa cJlatbe LITo Beher 6poja eJleKTPOHCKUX
NopyKa, Hajyelhe nyTeM uMej1 cepBrca. OBe mopyke Hajuelthe UMajy peKJIaMHU
KapakTep, aJii IOHeKa/, MOTy caJpKaTH eJieMeHTe peBapHUX KMejJI0Ba — CTaM.

M3Bplrony KpUBUYHUX JieJia NyTeM CaM-a UMajy HebpojeHe MoryhHOCTH Ja
TnpeBape MOTeHLMja/IHe KJIMjeHTe, OLUTeTe KOMIIjyTepCKe CUCTEMe y CBETY Y POKY Of
CaMO HeKOJIMKO 4acoBa, Te U3JIOKe PAamkbUBOCTH CUCTEME KOpIopalyja U JpxaBHe
a[MUHHMCTpaLMje HamaJajyin UX T3B. KOMIjyTepPCKUM BHpycuMa.'® BpJio je yecra
IpUMeHa 1 60T Mpexa. HanMe, Heky KoMepLiMjaIHU ClTaM CEPBUCH YK/bYUyjy 60T Mpexe
3a C/lakbe OBUX NTOPYKA, KOje IOMaXKy Jia ce U36erHy aHTU-ClIaM Mepe Ha padyyHapuMa
KOPHCHUKA U 3allTUTe Ha cepBeprMa UHTEepHET NPOBajAepa, Koje GYHKLMOHHUILY Ha
Taj HAYMH WO ce 6J0kupajy UII agpece Koje cy nocTaB/beHe Ha ,LipHe JiucTe", JJaHac
noctoju Besiuku 6poj UII agpeca ca Kojux je BpLIEHO C/lakbe OBUX NOPYKa U KOje Cy
MJIeHTU$UKOBaHEe Kao HOCHOLM craM akTHBHOCTW.' Jlpyra cTpaHa cnam-a jecre
Jlobujarbe HexxesbeHe MOLITE Koja je Hajuellihe pek/aMHOT KapakTepa. Ty ce 3anpaBo
BpLIY (He3aKOHUTO) punTpupame. OBJie ce KOpUCTe caMo NocTojehe, aKTUBHe aJipece
u ,,06e306ehyje” ce maxkimba HUXOBOT KOPUCHHUKA. aKo je 0BaKBoO ,yCTymnate" ojiaTaka
CacBUM CUTYPHO KaXKibMBO Yy BehrHY 3eMasba IpeMa IPONMCUMa O 3alUTUTH [IoJjaTaka
0 JINYHOCTH, IPAKTHYHO je HeMoryhe YTBPAUTH Ja JIM je ¥ HA KOjU HAYUH HEeKH 0
CajToOBA YCTYNMHMO Heuujy MMeji ajpecy.’® /lemaBa ce U a caM KOPUCHHUK CBOjOM
Hela)KkboM OMOr'yhM Jia ce HeroBa MMejsl ajipeca Hahe Ha HEKOM 0[] TIOMEHYTHX
CIIMCKOBA, TaKO ILITO Ce IPUJIMKOM PerucTpalyje Ha HeKe UHTepHeT Be6 IopTaJl CajToBe
carviacy ca TOM OIILMjOM, He IPOYUTABILY IaX/bUBO TEKCT NpoLieype peructpauyje.

4) BACTYIUBEHOCT MHTEPHETA Y CPBUJU

Y Peny6uuuu Cp6uju je y 2016. roqunu 64,7% foMahuHcTaBa n0oCe0Bao
MHTEpPHET NPUKJ/bYYaK, IITO YMHU noBehame o7 0,9% y ognocy Ha 2015. roguny, a
1,9% y ogHocy Ha 2014. roauny.' [IpeMa UCTpaKMBabUMa, y UCTOj TOAUHU IIPEKO

15 Radicati Group Statistics, Email Statistics Report 2011-2015, 2011, UnTepHeT: http://email.
about.com/od/emailtrivia/f/emails_per_dayhtm (12.02.2011).

16 Ceprej YibaHoB, Biagumup Ypomesuh, 3Bonnmup UBaHoBHE, ,, BUCOKOTEXHOJIONIKH KpUMHUHAJ
U3 yIJla MehyHapoziHe capa/iibe KpUMUHAIUCTUYKeE oJuLuje, y: MehyHapodHa u HayuoHaHa
capadrwa u KoopduHayuja y cynpomcmasasary KpumuHaaumemy, yp. Mune MatujeBuh,
WHTepHaloHa/IHa acolyjalyja KpUMUHANUCTa, bawa Jlyka, 530-541, 2010, ctp. 534.

17 Ibid.

18 lparaw [psba, Mapro PesbanoBuh, ,BUCOKOTEXHOJIOLIKY KPUMHHAI — yIIOpeJHa UCKYCTBA',
CmpaHu npasHu xcusom, 53(3), 161-184, 2009, ctp. 171.

1 Munagun Kosauesuh, Kpucruna Iasnosuh, Bragumup llytuh, Ynompe6a ungopmayuoro-
KOMYHUKayuoHux mexxosozauja y Peny6auyu Cpbuju - domahuHcmea/nojedunyu npedyseha,
Peny6/1M4KH 3aBOJ 3a CTaTUCTHKY, Beorpag, 2015, ctp. 14-15.
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3.100.000 siMua KOPUCTHUIIO je UHTEPHET CBAKOT UJIM CKOPO CBAKOT JlaHa. Y 0JHOCY
Ha 2015. rosuny, 6poj ML Koja Cy KOPUCTUIa UHTEPHET CBAaKOT, MJIM CKOPO CBAKOT
JaHa, noBehao ce 3a Hewro Buie o7 150.000.2° Ako ce y4MHH OCBPT Ha CTapOCHE
rpylle Koje NPeTEeXHO KOPHUCTe MHTEepHeT, youaBa ce Ja je 90,3% uHTepHeT
nomy/anuje og 16 10 24 rogrHe CTapoCTA UMaJIO HAJIOT Ha APYLITBEHUM MpexaMa
(Pejcbyk, Teutep).?! IpeTxoAHO MpHUKa3aHU MOJALM YKa3yjy Ha TPeHZOBe
3aCTyN/b€HOCTH MHTepHeTa Ha HUBOY Peny6sinke Cpb6uje, ociamajyhu ce Ha
OCHOBHe ITapaMmeTpe. Y Tabesu Koja ciey, prkasahe ce nojanu o 3acTyI/beHOCTH
payyHapa, HHTepHeTa U IUMpOKomojacHor (6poazbaHf) HHTepHeTa Y
JloMahKMHCTBUMa, o peruoHuMa y Cpbujy, 3a nepuog 2015-2017. roguHa.

Ta6esa 2: 3acTyn/beHOCT payyHapa, UHTepHETa
Y mMpokonojacHor (broadband) unTepHeTa y oMahMHCTBUMA,
no peruoHumMa y Cp6wuju 3a nepuog 2015-2017. rogrHa

% %
[lepconannu HuTepHet [llupokonojacHu
pauyHap (broadband) uatepHeT
PEITYBJIMKA CPBH]A
2015. 64,4 63,8 56,0
2016. 65,8 64,7 57,8
2017. 68,1 68,0 61,9
CPBUJA - CEBEP
2015. 70,2 69,6 62,2
2016. 72,2 71,3 65,1
2017. 70,7 72,0 65,8
CPBUJA - YT
2015. 58,0 57,2 49,1
2016. 59,4 57,9 50,4
2017. 65,3 63,8 58,0

W3Bop: ywan TaBpusnoBuh, Cmamucmuuku 2oduwirbak Peny6auke Cp6uje, Peny6indku
3aB0/ 3a cTaTUCTUKY, beorpag, 2018, cTp. 362.

20 Ibid,, str. 25.
2 Tbid.
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[locMaTpajyhu mpoleHTya/lHy 3acTyNJ/beHOCT payyHapa, WHTepHeTa |
mMpokomnojacHor (broadband) vHTepHeTa y JOMahMHCTBUMA, 10 PETHOHUMA Y
Cp6wuju, 3a nepuoy 2015-2017. roarHa, youaBa ce KOHTUHYHPAHO IoBehambe 6poja
KOpUCHUKA y O00JIACTH NOpUMeHe CBa TpPU eJieMeHTTa HHGOpPMAIMOHO-
KOMYHHMKAIMOHUX TexHoJsoryja. [lopeaehu nomatke 3a pernone CeBepa u Jyra,
yoyaBa ce Jja Belly npuMeHy padyHapa, UHTepHeTa U luupokonojacHor (broadband)
MHTepHeTa y AoMahrHCTBMMA MMa peruoH CeBepa, y CBe TPU NOCMAaTpaHe ro/IMHe.
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6) 3HAUAJ 3A PEITYBJIUKY CPBUJY

CarziejaBareM KapaKTepPUCTHYHUX obesiexja cajbep mpocTopa, asi U uMajyhu
y BUjy JApyre crneyudu4HOCTH, MOMYT BHUCOKE CTONE pacTa U BeJUKUX
NOTEHIMjATHUX MOTYRHOCTH, 3JI0yNOTpe6a pauyHapcKe TEXHOJIOTHje, TPBEHCTBEHO
paduyHapCKUX Mpea, NpepacTa y BpJO 030M/baH HALMOHAJIHM, ald U
HaZIHaLMOHAIHY po6JieM. [IoTpe6HO je HarIaCUTH Jja Nope/; KPpUBUYHUX JieJia Koja
Cy ycMepeHa NpPOTHUB 06e36eJHOCTH pavyyHapCKe TEXHOJIOTHje W esieMeHaTa
MH$OPMALMOHOT CUCTEMa, TOCTOjH BEJIMKH OPOj TPAAULMOHATHUX KPUBUUHHUX
Jies1a Koja ce y3 noMoh kopuuihema paiyHapa U pauyHapCKUX KOMIIOHEHTH BpLe
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Oprxe, JlaKlle, YYMHUOLMMA Ce TeXe Y/Ia3d y Tparl, a Mocjaejule Cy AajleKo
036ubHHje U Behe.? [ocie[ibHX rOAKHA je HApOYMTO AO0LIA0 10 M3parkaja mpobJieM
3J10ynoTpe6e pauyHapCKUX Mpexa, ToceGHO MHTEPHETa, IPH YeMy ce pauyHapcke
Mpexxe [10jaBJbyjy ¥ TPOCTPYKOj Y/I031: Kao LIUJb UJIM 00jeKT Hanaza, Kao CPeSiCTBO
WM a/laT, WM Kao OKpy:Keke H3BpIlewa KpUBUYHOT Jesa. C 063MpoM Ha
€KCIaH3MBHU Pa3BOj MHTEPHETA, NOCJe/bUX [OAUHA CTBOpUJIA ce noTpeba 3a
IlepMaHEHTHUM pa3BojeM edUKaCHe 3alITUTe OBE KOMYHHUKALMje y NpaKcH, Te
BeoMa 030M/bHUM TEOPHUjCKUM NPHUCTYNIOM y pa3MaTpamy OBe Mpo6/eMaTHKe.
CarnenaBajyhu TabeslapHO NpefcTaB/beHe INojaTKe, jJouuio ce fo cieAehux
3akJ/by4aka. U3 npuioxeHux nogataka y Tabesu 1, Buju ce a je 85,7% nonynanuje
y EBpornickoj yauju kopuctuiio untepHet y 2017. roguny, 1ok je 49,8% nonynanuje
y EBpornckoj yHuju y uctoj rogunu kopuctuiio ®ejcbyk gpywrBeHy Mpexy. Takohe
je 51,7% nonysanuje Ha CBETCKOM HUBOY KOPUCTHIIO UHTepHET y 2017. roguHy,
JIOK je 26,3% nomnyJsauyje Ha CBETCKOM HUBOY Y UCTOj TOAUHHU KOpUCTUI0 Pejcoyk
JpywTBeHy Mpexy. [locMaTpajyhu mpolLeHTyaJHy 3acTyNJbeHOCT padyyHapa,
UHTEpHeTa U IMpoKonojacHor (broadband) uHTepHeTa y AOMaNMHCTBUMA, 110
pervonuMa y Cp6ujuy, 3a nepuog 2015-2017. roguna, youaBa ce KOHTUHYHPAHO
nosehamwe 6poja KOpPUCHMKA y 006JaCTM TNpUMeHe CBa TPU eJleMeHTTa
MHPOPMaLMOHO-KOMYHHUKAllMOHUX TexHoJioruja. [lopesehu nogaTke 3a peruoHe
CeBepa u Jyra, youaBa ce Jja Behy NpuMeHy pauyHapa, MHTepHeTa ¥ LIUPOKOI0jacHOT
(broadband) vuHTepHeTa y poMahuHcTBMMa KMMa peruoH CeBepa y cBe TpH
nocMartpaHe roguHe. [IpemMa BojehuM cTaBoBMMa MpaBHE TeOpHje, caBpeMeHa
KOMYHMKall1ja 3allpaBo NoApa3yMeBa NIPBEHCTBEHO pPasyMeBambe pPadyHapCKUX
Mpexa, [0CeOHO HHTepHeTa, Te CBeCT O MOTeHLMja/HUM ONacHOCTHMaA, a
cJIe[iICTBEHO HaBeJeHOM, U OJrOBOPHO NOHallake Yy Kopulihewy pauyHapCKUX
Mpexa. Jep, kako MustanmHoBYh U capaiHULIM HABO/IE, ,0€36€IHOCT HA UHTEPHETY
Mopa ce IocMaTpaTH Kao MpolLeC, a He Kao CTamwbe, y3 YBaKaBambe MaKCUMe Ja
,AMCOTyTHa 6e36eJHOCT HUje Moryha“, HY y APYIITBY, 1a TaKO HK Ha MHTepHeTy"?

22 JeyieHa MatujaueBuh, Musopap [etkoBuh, , KpuBryHa fie/1a npoTHB 6e36eJHOCTH Pa4yHapCKUX
noJjaTaka - aHa/JM3a MO3UTUBHONPABHUX pellleha U 3Ha4aj Y KOHTEKCTY Cy36Ujarba BUCOKO-
TEXHOJIOLIKOT KpUMHHaM,“ y: Kpumunaaucmuuko-gpopeHauuka ucmpaxcusared, yp. Muse
MatujeBuh, MHTEpHAaIMOHAIHA acolyjalja KpUMUHANKCTa, bama Jlyka, 598-609, 2011, ctp. 599.

2 Papomup Munammnosuh, Cama Mujankosuh, Fopan Amunuh, ,Bes6eanoct u naTepHet”, y:
Cysbujaree KpUMUHAAA U e8poncke UHMezpayuje, c 0c8pMOoM Ha 8UCOKOMEXHOIOWKU KPUMUHA,
yp- Muse lllukmaH, Brcoka 11kosia yHy TpallsbUx nocioBa, bawa Jlyka, 31-42, 2012, ctp. 40.
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INTERNET AND ABUSE IN CYBERSPACE

Abstract: Modern technologies allow the transnational character of cyberspace.
Hence, it is not at all sporadic that computer networks can become subject to various
misuses. In this sense, computer wrecks can have a triple meaning. First, they can
appear as a target or object of attack. Second, computer networks are both a technical
tool and an attack tool. Third, they allow for the commission of a criminal offense.
The cybercriminal act is carried out concealed and difficult to disclose, and it is even
more difficult to prove it before the competent authorities. A particularly prominent
problem in this matter is the abuse of the internet as a basic global communications
computer network. In the following analysis, the authors pointed to the fact that
85.7% of the population in the European Union used the Internet in 2017, while
49.8% of the population used Facebook. Moreover, at the global level, 51.7% of the
population used the internet in 2017 while 26.3% used Facebook. In the Republic of
Serbia, in the period from 2015 to 2017, a continuous increase in the number of
users in the field of application of information and communication technologies was
observed. Also, certain criminological tendencies were identified, due to which it is
necessary to improve the monitoring of the dynamics and structure of crime in the
future.

Key words: Cyberspace, computer networks, internet, European Union, Republic of
Serbia.
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