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ABSTRACT

Member states of European Union are among the most developed countries
whose population, commerce and administration use internet extensively in their
own affairs. Concerning cyber attacks, several documents have been adopted on
the EU level within the fight against cyber crime. The most significant among
them is the Framework Decision on attacks against information system of 2005.
After the internet attacks on Estonia in 2007 and Lithuania in 2008, the
emergence of Conficer and Stuxnet computer worms as well as the entry into
force of the Lisbon Treaty, the European Union decided to respond to the new
challenges by announcing a Proposal for a Directive on attacks against
information systems.
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I) CBPXA

XKuBoT 6e3 MHTEpHETA J]aHAC 32 MHOTE MOCTaje HenojMIbHB. Y DUHCKO] je
NpaBo Ha JOCTYMHOCT LIMPOKOIOjaCHOT HMHTEpHETA Yak IpeaBuheHo Kao
3aKOHCKO TIpaBo cBaKor rpahannua.? Y mocieamyx et roquHa 6poj HHTepHeT
KOPHMCHHKA Y CBETy YABOCTPYYMO C€ ca jefHe Ha aBe Munumjapre.s Ilosehame
Opoja kopucHHMKa Tpatd U moBehame HHPOpPMAIMOHMX CHCTEMa KOjU Cy
JIOCTYIIHH TPEKO HMHTEPHETa, ald W IHHXOB 3Hadaj. Hamme, yBunmeBmm

1 Cymujcku npumnpaBHAK y [IpBoM ocHOBHOM cyay y beorpay.
2 Mbit Internet access a universal service in Finland from the beginning of July, Muteprer:
http.:.//www.government.fi/ajankohtaista/tiedotteet/tiedote/en.jsp?0id=301979, 17.03.2011.

3 The World in 2010: ICT facts and figures, Uutepuer: http://www.itu.int/ITU-D/ict/material
/FactsFigures2010.pdf, 17.03.2011, ctp. 4.
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moryhHoCTH ymTene U yOp3ama aJAMUHUCTPATUBHHUX IOCJIOBA, JPKaBe
MAacOBHO YBOJIE €-YIpaBy U MOJCTHYY Ipal)aHe ja je mITo Bullle Kopucrte. banke
JaHac HajBehum Je0 CBOJUX TpaHCAKIMja U MOCIOBAa 00aBJhajy YIPABO MPEKO
untepHeta. [loBehame Opoja KOpHCHHKA, yCIyra M KamuTajla HAa WHTEPHETY
HEMHHOBHO 32 COOOM TIOBJIAaYH U TIOPACT KAKO YYECTATOCTH TaKO U 030UIBHOCTH
KpUMHUHAIUTETA Y TOj oOnactu. Hamagu Ha wHMOpMAIMOHE CHCTEME Cy Off
MojaBe HWHTEPHETA €BOJYHUpPATW Of cajoep BaHOaNMM3Ma, NpPEKo cajoep
KpUMHHAJIA JI0 JlaHaC CBE M3IIIEJHUjer cajoep paroBama. JemaH of HajBehux
MHTEpHET Hamaza Ha noapy4jy EBpone m3BeneH je y Ecronuju 2007. ronune.
Haman je Ouo ycMmepeH mpe cBera Ha ApKaBHE U KOMEpIHjaTHe HHPOPMAIOHE
cucteMe. 3a TOCHEAWIly e-mail CEpBUCH HUCY pajuid, OpojHe WHTEpHET
CTpaHUIIE IP’)KaBHUX MHCTUTYIMjA HUCY OWJyIe TOCTyITHE TpaljaHnMa, a OaHKe Cy
Ourne anHyljeHe Ja 00ycTaBe CKOpO CBE BUIOBE MOCIIOBaa MPEKO UHTEPHETA.
Hanan je 3nayajuo noroxuo EctoHujy jep je Te romuxe y Ectonunju 98% cBux
6aHKapCKI/IX TpPaHCAaKIMja BPIICH MPEKO MHTEPHETa, JIOK je yak 82% mnopeckux
TpujaBa BpIIeHO enekTpoHckuM myTem.* Takohe, jomr 2008. romure CeTcku
€KOHOMCKH (popyM MporieHHo je 1a noctoju 10 mo 20% BepoBarHohe na he nohu
JI0 3HAYajHOT CJIOMa KPUTHUYHE MH(POPMAIMOHE MHPPACTPYKTYpE Y HAPEIHUX
JeceT TOAMHA, Ca TMOTEHLHUjaJHOM TIJI00aTHOM EKOHOMCKOM IIEHOM Off
npubmkHo 250 MUIMjapau amepMuKuX fonapa. EBporcka yHHja, cBecHa
3aBUCHOCTU CBOT' JIaJbel' HpocreputeTa o 0e30eAHOCTH HH(POPMALMOHUX
CHCTEMa, OBaj POOIIEM je yBHUJIEINA M TIPETy3eiia 3Ha4YajHe Kopake y IiJby Oopoe
NPOTHUB HaIa/ia Ha HHPOPMAIMOHE CHCTEME.

II) MEPE EY

[1pBu KOpak Koju je HauMEbEH Ha HUBOY EBporicke yHHje OHO je TOHOIIeHEe
OxupHe omnyke CaBera EBporicke yHHje 0 HamaauMma MpoTHB WH(POpMAIIHO-
Hux cucteMa 13 2005. ronune (y qasbem tekcty: Omryka). [nsb 1oHomema oBor
JOKYMEHTA je /1a Ce YHaIpeau capa/mba u3Mel)y mpaBoCyIHUX BIACTH, TOIHIIN]e
U JPYTUX CIHEIMjaTu30BaHUX JPKAaBHUX OpraHa Jp)KaBa 4IaHWIA Kpo3
MPUONIKABAE FHUXOBUX KPUBHYHUX 3aKOHO/IABCTBA y OOJIACTH HAIa/a IIPOTUB
uHdopmanmonnx cuctema. Hamme, mocrojana je ompasmaHa 0OojazaH na Ou
paznuke m3Mel)y 3aKoHOAaBCTaBa Jp)kaBa WiIaHHUIIA MOIJE Ja OTexajy O0opOy
NPOTUB OPraHW30BAaHOI KPUMMHAJIA M TEPOpH3Ma, KOJU CBE BHIIE KOPUCTE

4 Cyber Security Strategy 2008 — 2013, http://www.kmin.ee/files/kmin/img/files/Kuber
julgeoleku_strateegia 2008-2013 ENG.pdf, 17.03.2011, ctp. 12.

5 Global Risks 2008: A Global Risk Network Report, Urreprer: htips://members.weforum.
org/pdfiglobalrisk/report2008.pdf, 17.03.2011, ctp. 48.
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MHTEPHET 32 OCTBAPUBAIE CBOjUX IMJbeBa. Y m3paau OIuIyke ce yMHOTOMe
ocnamaino Ha Kousenuujy Casera EBporie 0 BUCOKOTEXHOJIOIMIKOM KPUMHUHAITY
u3 2001. roqune (y nasseM TekcTy: KoHBeHIMja), YnMe je OTaKIIaHo U yOp3aHo
ycaranaBame HallMOHATHNX 3aKOHOJJABCTaBa KaKo CaIAIIbUX, Tako U Oymyhnx
YJaHHUla YHHUje Koje cy Beh MOTHHCHUIIE OBOT' JOKYMEHTA.

EBporicka komucuja (y aassem tekety: Komucuja), cactaBuna je Mzeewmaj
2008. roquHe, Ha ocHOBY wiaHa 12 Omyke O HampeTKy HMMIUIEMEHTALHje
ozpenaba u3 Omryke y HallMOHAIHA 3aKOHOAABCTBA JpkaBa WiaHUIA (Y JajbeM
TekcTy: M3BerTaj) kojum je aja BETUKH JOTPHHOC Y Pa3jalllbehy HEJIoyMHIIA
y Tymauemy onpeheHux ompendu M THME JOJAaTHO JONPHHENA Jajboj
xapMoHM3anju. Takohe je yka3aHO 1a ce HauYMH BpIICHa Haraja TPeKO
MHTEPHETa TEXHOJIONIKY YHAIIPEIHO U MOMPUMUO MHOTO Behe pa3mepe unme je
JIOBEZIeHa y MUTame Aajba eprkacHocT Omayke y 60pou ca HOBUM M3a30BUMA.
I[pe cBera je ckpeHyTa maxkka Ha cBe Behy 31moynorpedy OOTHeTa Kao M Ha
marmage u3 2007. romuue. Ha HoBe wW3asoBe, e Cy TOCeOHO HaBENCHU
Konduxkep n CTykcHeT koju Cy ce MOjaBUIH MOCe CTylama Ha cHary Omyke,
EBporicka yHHja je omroBopmia obenonmamuBameM [Ipednoca /[upekmuse o
Hanaouma npomue ungopmayuonux cucmema xpajem 2010. cooune (y namem
texkcty Jlupekrusa).” 1um JlupekTHBe je Ja ce yHANpedd pery/aThBa
npensubeHa OUTyKOM U JIONYHHM Y CKJIaoy ca HOBHM H3a30BHMa ajid U HOBOM
peannouthy. Haume, 1. mememGpa 2009. roaumHe cTynmuo je Ha CHary
Jluca®oHCKHM cmopa3yM KOjU j€ y MHOTUM CETMEHTHMa W3MEHHO Ha4YlH
dyukimonucama EY. [IpomeHe koje cy ce ecuie yThiale ¢y U Ha JICTUCIIATHBY.
HoBum criopazymom cy m3Mmel)y ocTaior yKMHyTe OKBHpPHE OTyKe. JenmHu
HAYWH J]a C€ MEeHa OHO IITO je 10 Tafa PeryIrcaHo OKBUPHUM OJTyKaMa jecTe
JIa Ce OHE JIEPOTHPA]y JOHOIICHEM TUPEKTHBE O UCTO] MATEPH]H.

6 BoTHeT mpejcTaBIba MPEKY PadyHapCKHX CHCTEMA Ca KOJHX Ce HAIla/l HCTOBPEMEHO BPIIA Ha
jemaH WM BWIIE padyHapckux cucrema. OBe Mmpexe Mory ma cagpske u mpexo 100.000
pauyHapckux cucremMa. Tpeba HamoMeHyTH nga ce oBae He paau o 100.000 sbyam koju
YUYECTBYJy y Hamany, Beh Cy y IUTamby padyHAPCKH CHCTCMH 3apa)KCHH BHPYCOM KOjU HCTE
mpeTBapa y T3B. ,,30MOMje”, a KOju 1O Hapehemy KOHTPOJHOT pPavdyHapCKOT CHCTEMa
CHMYJITaHO TTOYMEbY HAIa/] Ha IIAJBHH PATyHAPCKH CHCTEM HITH BHUIIE FHHUX.

7 Konguxep (Conficker, Takohe mosuar u xao Downup u Kido) TpencTaBiba MaTHIHO3HH
nporpam (KOMITjyTepCcKH LpB) oTKpuBeH KpajeM 2008, koju ce kopucrehu nporycre Windows
OIEPaTUBHOT CHCTEMA HH(PHUITPUPAO Y MHOTE pauyyHaApCKe CHCTEME U CTBOPHO jeJIaH Off Tajia
HajBehimx OorHeT-a. CrykcHer (Stuxnet) Takohe je KOMjyTEpCKH IIPB KOJU CE CIUYHO
Kongukepy mHQuUITpHpa y padyHapcKe CHCTEME alli 3a Pa3UKy O Kera Oupa Koje fie ox
BUX HHQUIUPATH.

Haume oH je mporpammpaH jJa ce akTHUBHpa HMCKJBYYMBO Ha padyyHAapCKMM CHCTEMHMA
UH/IyCTPHjCKHX TIOCTPOjeba 1 oMoryhaBa Hamazjady Jia BpIIM cab0oTaxy HCTHX.
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III) CAOPXKA]J
OxsupHa ogytyka Casera EBporicke yHUje
JIGN N+ #L D fHY

L2AHbopManmonn cucteM” o3HauaBa OWI0 Koju ypeha] wiu rpymy
MehycoOHO ToBe3aHMX WM 3aBHCHHX ypehaja o KOjuX jeaH Wi BUIIIC BUX, Y
JbY U3BpIICHA ofpeheHor mporpama, BpIIKM ayTOMATcKy oOpamy
pavdyHapCKUX TMOJaTaKa; y3 BHHUX W padyHapCKe IONATKe YCKIIAIHIITEHE,
obOpaljene, mpey3ere WM Tociare of BHX y IMJbY HBHXOBOT paja, ynorpeoe,
3aIITHUTE W OJIpKaBarba.

,,PauyHapCK TOjaTak” O3HauaBa CBAaKO MPE/ICTAaBIbakhe UHIbEHHIIA,
uH(OpMaIMja WM KOHIeTara y OONMMKY KOjU je mojecaH 3a oOpahuBame y
MH(OPMAITMOHOM CUCTEMY, YKJbY4yjyhu 1 oaroBapajyhu mporpaM Ha OCHOBY
Kora HH(OPMAIMOHH CHCTEM 00aBJba CBOjY (QyHKIIH]Y.

[ IpaBHO JMIIe” 03HAaYaBa CBaKM SHTUTET KOjH UMa TaKaB CTATyC y CKIIaTy ca
MO3UTHBHUM TIPaBOM, MCKJbY4UyjyhH ApXkaBe WM Jpyre jaBHe cyOjekte ca
Jp>KaBHUM OBJamihemrMa, Kao ¥ Mel)yHapoaHe opraHusanyje.

,,HeoBnamheHo” o3HauaBa MPUCTYI WM YTHIQ] KOjU HHUjE JIO3BOJHEH OJI
CTpaHEe BIIACHUKA, IPYTOT IP)KaoIla MpaBa Ha CHCTEMY I FETOBOM JICITY, WA
KOjY HHj€ JI03BOJHEH HAIIMOHATHIM 3aKOHOJABCTBOM.

gL T ()T 1%, (B L TRUES ) 1)* B+ /# U

OBuUM HaraIoM ce yrpokaBa IMOBEPJHHBOCT U MPHBATHOCT MH(POPMALTHOHOT
CHCTEMa OJJHOCHO TojiaTaka Ha mweMmy. Haman ce Hajuemrhe Bpiim mprMeHOM
CHENMjaJIM30BaHUX TporpamMa Koju HCKopuiihaBajy MpOMycTe Y 3allTHTH
uHpOpMaLMOHUX cucTema oMoryhaBajyhu mnpuctyn Hamajady. OmmykoMm je
npeaBuleHo 1a HamepaH HeoBiaheHu MpUCTyN HHOOPMALIMOHOM CHCTEMY Y
LEMHU WM FETOBOM JIelTy TpeOa 1a Oye KaXKibHB Kao KpUBUYHO €TI0, O6ap y
ClydajeBUMa KOjH He TIPECTaBIbajy JAEN0 MaJor 3Hauaja.’ YHoIemeM mojMa

8 V KoHBeHImMjH, ¢ ApyTe CTpare, KOPUCTH C& TePMHH ,,PadyHapCKH CHCTeM” KOJH j& YIKH TojaM
on uH(opMarmoHorcucTeMa. Pauynapcku cutem oOyxBara camo ypehaje xoju obaBipajy
onpehene dynkumje, 10Kk HHGOPMAIMOHU CHCTEM Topen ypehaja obyxBara U came MojaTKe
Koje Taj ypehaj 1j. padyHapCKH CHCTEM KOPUCTH Y CBOM PaIy.

9 OkBupHa omiyka je MHCTpyMeHT EY Koji je CIIyKHO 33 XapMOHW3AIlM]y HALMOHAIHHX
3aKOHONABCTaBa Ip)kaBa wiaHua. O0aBe3Ha je 3a CBe Ap)KaBe WIAHWIEC Y CMHCIY
OCTBapHBaa ofipel)eHOT 11Jba, aJli Cy HauKH U (hopMa UMILIEMEHTALIH]e MPEyLITSHA CAMUM
npkaBaMa wianuiama. Crora ce cBuM wiaHoBiMa OUTyke, IpyKaBe WIAHHUIE MMO3UBA]y 1A
Hpey3My HEOIXO/IHE Mepe y IMJbY cripoBoljera Jare onpenoe.
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,,JIEJTI0 MAJIOT 3Ha4aja” oMoryheHo je nprkaBaMa YaHWIaMa a WHKPUMUHHUIITY
caMo Jena Koja TPEeACTaBJbajy O30MIBHH]Y TOBpENY TMOBEPJHUBOCTH. Y
HM3Bemirajy je WM3HET CTaB Ja Ce JIEJIOM MAJlOr 3Hayaja CMarpajy CIlydajeBd
HE3aKOHUTOI' IMPHUCTYNa KOjU Cy Ofl Mame BAKHOCTH WIM Kaj je IMOoBpena
MIOBEPJHUBOCTH MH(OPMAIIMOHOT CHCTEeMa Mamer crerneHa. Onpehene npikaBe
YJIaHUIIE Cy ce, mpeMa M3Berrajy, oBe ompende morpeniHo IMIUIEMEHTHPAIIE jep
Cy CBOJUM 3aKOHOJIABCTBMMA OTPAHMYMIIE Tj. Cy3WJie HHKPUMHHAIM]Y Ha CamMo
oapehene cayudajeBe. Tako HIp. AycTpuja je mpenBujaesna KpUBHUHY
OJITOBOPHOCT CaMo y CITy4yajeBUMa KaJI TIOCTOjU Hamepa Jia Ce BPIIH IIITHjyHaXa
U Ja ce MPHOABJbEHU TMOMAIM KOPUCTE Y LY OCTBApHBamba MPOPUTA HITN
Hpoy3poKoBama ImTere. OBUM je OorpaHMYeHa MHKPUMMHAIMja caMO Ha OBa
nena. Y CBUM JpYyTuUM cilyyajeBuMa, 0e3 003Mpa Ha CTeleH MOBpene
MOBEPJPMBOCTH WH(OPMAIMOHOT CHUCTEMa, IMOYMHWIAN Hehe KPUBHYHO
OZIrOBaparH. YIpaBo Ty CE OTBApa MPOCTOP 3a U3UTPABALE 3aKOHA ITyTEM forum
shopping-a. Hanme, Taga 01 cBaKo KO OU MOTIA0 MO/ HAIIEKHOCT ayCTPH]CKOT
npoaBocyha 61o ocio0oheH ako mberoBe HaMepe He OM Morie OUTH TOJBEICHE
1071 TpH HaBesieHe. Takohe ayCTpHjCKO pelIeHe je CYMPOTHO by OBE opeoe,
a TO je Jla ce ocTaBU MOTryhHOCT Jp:kaBamMa WiaHWIaMa Ja HE WHKPUMHHYIILY
caMmo HeopyamheHe NpUCTyIe HHPOPMAIIMOHOM CUCTEMY TI€ CY TOCIIEIHIIE IO
TIOBEPJHUBOCT MH(OPMAIIMOHOT CUCTEMa OWJIe Marber CTeNIeHa MM BPJIO MaJior
3Ha4yaja. Mmak je y craBy 2 OBOI' WiaHa OCTaBJbeHa MOTYNHOCT aprkaBama
YJIaHHUI[AMA JIa Cy3¢ MHKPUMUHAIIA]Y CaMoO Ha CITy4ajeBe KaJia je JIeJI0 H3BPIICHO
HapymapameM 3amTuthux Mepa.l9 IToHoBo, 3a pasmuky on mpumepa ca
AycTpHjoM, Koja je MHKPUMHHALIM]Y OTpaHHYMIA CaMO Ha OHa Jiea Koja Cy
BpiieHa y onpeheHoM by (IMHjyHaka, MPOUT W INTETA), OBAE CY
WHKpUMHUHHCAHA CcBa Jiena, 0e3 o03upa Ha Wb, Koja Cy W3BpIICHA
caBnahuBambeM Mepa 3amrure. OBUM ce, CacBUM OIPABIaHO, UCKIbYUY]y U3
KPUBUYHO—TIPABHE 3aIIITHTE OHU WH(POPMAIMOHU CHCTEMH KOj€ FbHXOB BIACHUK
HHje HU CaM TTOKYIIIA0 1A 3aIITHTH.

IFEES X 2 ( ID)* S /4%

OBoM oapenOoM ce IITHTE Kako MHTEPECH CaMOr BIIaCHUKA
UH(OPMAIIMOHOT CHCTeMa Tako W Tpehux Iuma, Tj. KOPUCHUKA Ja UM
UH(DOPMALIOHU cHCTeM Oyae yBek jnocTtynal. Kao Haj3acTyrubeHuju o0munm
BpIlIEHa OBOT Hamaaa cy 13B. audejcunr (defacing) Hamaam yckpahuBamem

10y mmramy cy Mepe kao mro cy mocraspame 3amrnTHOr 3uma (firewall), padyHapekux
mmdpu, UTA. (IPUM. ayT.)
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yemyre.!l 'V Onnytm je npemsubieno ma HamepHO 030MIBHO OMETamE MM
npekuaame QyHKIHMOHUCAha WHPOPMAIMOHOT CHCTEMa YHOIICHEM, MPEeHO-
mewmeM, omrehemeM, OpHcameM, MOTOPIIAHEM, MEHAHBEM, MPUKPUBAHEM
WM YMEHEHEM HEJIOCTYITHUM padyyHapCKHX Mojaraka Tpeda qa Oyae KaXmbUBO
Kao KpUBHYHO JIEJIO aKO je MOYMbeHO HeoBIantheHo, 0ap y ciayvajeBuMa Koju
HE TIPE/ICTaBIbhajy JIENI0 MaJior 3Hadaja. Kao 1 y mpeTxoHoM clty4ajy HacTao je
npo0iIeM y TyMauemy ,,Jiella MaJIoT 3Ha4aja’ MPHINKOM UMILIEMEHTAIN]e KOI
onpeljeHI/Ix JIpKaBa  {IAHATLA. [Ipema TyMademy Komucuje nmemom wmasor
3Ha4aja cMmarpajy ce cnyaneBH KaJa je OMeTame paja HHPOPMAIMOHOT
CHCTEMa O] MaheT 3Hauaja, WiIM KaJia je HHTErPUTET HH(bopMauI/IOHor cucrema
noBpeheH y MameM creneny. Kao npumep 1o0pe MMILIEMEHTAIMje Ce HaBOAN
u3mehy ocranux u EcToHMja K0ja je ”HKpUMUHACAJIA OBO JICJIO Y CITy4YajeBIMa
Kaoa je npuyurbena 3nauajua wmema. Kao nom npuMep UMIieMeHTaIHje je
HaBeneHa Hemauka Koja je MHKpHMMHHHCAlTa OBO JEJNO CaMO OHAA Kaja je
CHCTEM KOjU c€ OMeTa Off ToceOHOT 3Hauaja 3a mpeha auya. Pasnuka je y Tome
IITO je y TMPBOM ciy4ajy oOyxBaheHa OHUI0 Koja pajma Koja N3a3uBa 3HAUAJHY
IITETY OUII0 KOME, J0K Cy Y APYTOM cily4ajy (pakTHUKH 3aIlITHReHN caMo JaBHU
W KOMepuHjalHu wuHPOpMAMOHH cucTemu. Mako je 3amrTura OBHX
UH(DOPMALIMOHUX CUCTEMa HECYMIbMBO Omila MPBEHCTBEHU LIMJb, MIIAK CE HE
MOKEe CMaTpaTy OTPABIAHUM OBaKBO OTPAHUYABAHE 3AIITUTE CaMO Ha FhHX.

"I P UITHEL) 2 "6 1S JH %

OBaj BuJ Hamaja je TIOTCHIIM]ATHO HAjOTIACHUJH jep MOXE Jia MPOy3pOKYje
HajBehy mrety. Kaga Hanagad jeqHom npuctyni vHGOpPMAIMOHOM CHCTEMY, OHJIO
oBnamheHO WM HE, OH MOXE TOoJaliMa ca TOT CHCTEMa CII00OTHO
MaHUITyJucaTh. To MOXe J1a YMHHM HETOCPEIHO WM TOCPEIHO, YHOIICHEM Y
MH(OPMAIMOHN CHCTEM MAJMIMO3HUX MPOrpaMa KOju TO ayTOMAarcKH YHMHE Tj.
Bupyca. [Ipema Omiyny, pagme HamepHOr Opricama, omrehera, Toropiama,
Memharba, MPUKPHBAHA WK YUHHEHa HEIOCTYTHIM padyHapCKUX IofiaTaka Tpeda

1 Nugejeunr (Defacing) mpencraBba Hamax KOjUM HAmagad, TOMTO je HeosiamheHo
TPHUCTYNIHO WHGOPMAIIMOHOM CHCTEMY, HEOBJIAIINEHO Mema OMI0 caMo IOYETHY CTPaHHILY
OWII0 cajprkaj IeNor cajra, ca caapikajeM Mo skesbi. CaMuM THM HHTEPHET CajT MOCTaje
HenoctynaH Tpehum mimmva. Hanaam yckpahusamem yeyre wm Jloc (Denial of Service)
HaIaJiy ce M3BOJIC OHECTIOCO0IbaBamheM OO pecypca (Kao MITo Cy cepBepr) Omio ceppuca
(e-momra) HHGOPMAIIMOHOT CHCTEMA, TaKO IIITO Ce OHU onTepehyjy BemkmM OpojeM JTaKHIX
3axTeBa 3a yCIOCTaBJhame Bese. Tama cucreM, ycien HeMOryhHOCTH 1@ OTOBOPH Ha CBE
TIOCTaBJBCHE 3aXTEBE, IpecTaje Aa Oyme AocTymaH TpehnM JUImiMa, OJHOCHO JIETHTHMHIM
KOPHCHHIIMMA, 114 YaK W caMoM Harajiaqy. [Ipu ToMe camu moaiy HHPOPMAIOHOT CHCTeMa
0CTajy HCTaKHYTH.
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na Oymy KaKHBE Ka0 KPHBHYHO JIENIO aKO Cy W3BpIIICHE HeoriamheHo, 6ap y
Cly4yajeBMMa KOjU HE IMPEACTaBJbajy JeNo Major 3Hauyaja. Mako oBa onpenda y
ONHCY CalpKU WCTE paJibeé Kao0 W TPETXOAHA, pasiMKa je y TOMEe IITO Y
NPETXOTHOM CITy4ajy YTUIIAE Ha MOJaTKe MOpa MMAaTH 3a TIOCIIEUITy OMETarhe
pama uH(opManuoHor cucremMa. OBUM YJIaHOM C€ INTHTE CaMH TOJALM Ha
uH(OpPMAIIMOHOM cUCTeMy, 0e3 003Mpa Ha HHHXOB 3Haqaj 3a (byHKIlI/IOHI/IcaHae
camor cucrema. HapaBHo, ¢ 003upoM Jia ce MCTe pajibe jaBibajy y o0a wiaHa,
MHOT€ Jp)kKaBe WIaHWIE Cy OBE JBE opende HMIUIEMEHTHpaje y CBoja
3aKOHOJIABCTBA Ka0 je/Hy, Ha 1mra Komucuja Huje nmana npumenoe.

§)<("1 2 %S 2 17801 /%

[ToncTpekuBame, MoMarame M IOKYIaj W3BpIIEHA Jena NpeaBul)eHux
yIaHOBUMA 2, 3 1 4 cBaka ApxaBa 4ilaHMLa Tpeba Ja MpeiBUIN Kao0 KPUBUYHO
neno. lllBencka je MMIUIeMEHTHpana OBY onpenly Tako INTO j€ CBOJUM
3aKOHOZIABCTBOM Ipe/BHena 1a Hehe OMTH Ka)KiaBaHU MOKYIIAj, TIOMarame U
HOJCTPEKNBAbE 3BPILIECH:A JIENA, aKO je Y MUTamy AeNI0 Mayor 3Hadyaja. [Ipema
M3Bemrajy OBaj MPUCTYN je TOTpElIaH W HUje y CKIALy ca 3aXTeBUMa U3
Omtyke jep y camoj oapenOM HHTAE HHUje mpeapuleHa TakBa MOTyhHOCT
cy)kaBama HMHKpuMHMHanuje. C fpyre crpaHe, OcTaB/beHa je MoryhHoct
Jp’kaBaMa YiIaHWIaMa je[IMHO a He MHKPUMUHUILY AOKYUiAj N TO UCKIbYYHBO
KOO 0e/la He3aKOHUMo2 NPUCMyna UH@GOPMayUOHOM CUCEM).

% 1 #L_ 16 Wl& #Y" # [HW 1 ]

Jp>kaBama 4laHMIIaMa je PETYIITEHO J]a Came OIPE/ie BUCHHY M BPCTY Ka3HH
3a Jiena u3 WwiaHoBa 2, 3, 4 u 5 (y masbeM TekcTy: nena npensuhera OmmykoMm) mpu
yeMy Te KazHe Tpeba 1a Oymy ,,e(eKTHBHE, MPONOPLHOHATIHE U MPEBEHTUBHE .
Mehytum, 3a nena HE3aKOHUTOr OMeTama HH(GOPMAIMOHOT CHCTEMAa U
HE3aKOHUTOT MaHUITyIIHcama MoJaluMa, JpKaBe wiaHuie Tpeba Jia mpeasuie
MaKCHMaJHe Ka3HE 3aTBOpa y Tpajamby Ol HajMame jeaHe 0 TPU TOAMHE.
KBanuguxoBanu o0auk npensulieH je 3a Jena HE3aKOHUTOr IPUCTYIA
MH(POPMAIIMOHOM CHCTEMY Y3 3a00MIaXeHe 3aIlITUTHUX Mepa, HE3aKOHHTOT
OMeTama MH(POPMAIMOHOT CHCTEMA M HE3aKOHUTOT MAHHITY/IMCAba MOJalMa Y
CITy4ajeBIMa KaJl MX j€ M3BPIIWIA OpeaHU308aHA KPUMUHATHA 2pyna. 3a TIoTpede
Omryke ce TMOJ OpPraHU30BaHOM KPUMHHAJIHOM TPYIOM I[OApa3yMeBa
OpeaHU308aHA 2PYNA KOja NOCmoju oopeliero peme u duHe 1]e suute 00 08e ocobe
Koje Oenyjy cnopasymHo y yuwsy puierva KpuguuHux oend.\2 3a KBamuuKoBaH:

12.98/733/THA, Article 1, Urreprer: http://eurlex.europa.eu/smartapi/cgi/sga_doc? smartapi!
celexapi!prod! CELEXnumdoc&lg=EN&numdoc=31998F(0733&model=guichett.
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OONMK Jp)kaBe WiaHWIEe Tpeda Nia TpeBUIC MAKCUMAIHY Ka3Hy 3aTBopa y
Tpajamy OJf HajMame JBE N0 MeT rofauHa. Takohe, npkaBaMa diaHWIAMa je
0CTaBJbeHa MOT'YNHOCT J1a Ka0 KBATM(DMKOBAHH OOJIMK TIPEIBHUIC M CXOTHO Ka3HE
CBAKO JIEJIO KOje je M3a3Bajio 3Ha4ajHe MITETE WM je YTULIATIO Ha OUTHE UHTEepece.

& &)™ T( WI-#1. 1) %N RV !

[pensuljena je obaBe3a ApkaBa YiaHWIA Ja HUMIUIEMEHTUPA)y y CBoja
3aKOHO/IABCTBA OJITOBOPHOCT MPaBHUX JIMIA 3a jaena mpeasuhena OmiykoMm, a
KOja y HMXOBY KOPHCT MOYMHH CBAKO (PU3UUKO JIMIIE, KOje JIeTyje CaMOCTAIIHO
WIM Kao 4WiIaH OpraHa MpaBHOT JIMIIA, aKo MMa pykoBozaehy ymory y mpaBHOM
JIUITY, @ HA OCHOBY:

a) oBnamhema Ja 3acTyma MpaBHO JIHIIE;
0) oBnamrhema J1a JOHOCH OJUTYKE Y MIME TIPaBHOT JIHIIA;
B) oBMaIherma J1a BPIIH KOHTPOTY YHYTap MPaBHOT JIHIIA.

Jlasbe, ipaBHO JIMIIE C€ MOXKE CMATpaTy OITOBOPHHUM M y CITy4ajy Kaja 300T
M30CTaHKa HaJ30pa WM KOHTPOJIE Ol CTPAHE TPETXOIHO HABEICHOT (HU3UYKOT
JUIa, JpyroM (U3MUKOM JIHILY, KOje MOCTyINa 1O OBJallhery MpaBHOT JIMLA,
Oyzne omoryheHo na 3BDILH Jiesia npeasuhennx Ommykom, a 'y KOPHCT MPaBHOT
muna. Y CBaKOM CIIy4ajy OIrOBOPHOCT TPABHOT JIHIIA HE MICKJbY4YYje KPUBUYHO
TOEBCHE (PM3MUKHX JIIA KOja YUECTBYjY Y U3BPILICHY Jea Ka0 W3BPIIHOIIH,
HOJICTPEKAYN WM caydecHHIH. [[pykaBaMa WwiaHuIaMa je IperyITeHo 1a caMme
u3abepy caHkuuje Koje he mpexBuaeTH 3a mpaBHA JHMIA, AOKIE TOI Cy
edexTuBHe, MpONOpLMOHANHE U TNpeBeHTHBHE. CaHKIMje Mory OuTH OHIIO
KpUBHYHE OMIIO HEKpPHBHYHE HOBYAHE Ka3HE, JIM JPyKaBe WIAHHUIE MOTY Ja
TpEABHUIIE U JIPyTe CaHKIIHje, Kao IITO CY:

a) Oly3UMam€ TpaBa Ha jaBHe cyOBeHIIMje 1 MoMoh;

0) IPUBPEMEHO WM TPAJHO Oy3UMAHE J03BOJIE 32 Pa;

B) CTaBJbambE MO CYICKH Ha/130D;

T') NPUHY/IHA JUKBUAAIHM]A TIPABHOT JIUIIA.

B OUD* /H %

YenocraBibame HAIJIEKHOCTH Y CITy4yajeBUMa MHTEPHET Hamaja MOXe Jia
Oyze M3y3eTHO KOMIUIMKOBaHa 300r came mpupose oBor nena. Haumwme,
MOYMHIJIALL, )KPTBA M CPECTBO M3BPLICHA MOTY CE HAJIA3UTU HA Pa3TMYUTHM
teputopujama. 30or Tora cy OjiykoMm mpeaBul)eHH KpUTEpUjyMH 3a
YCIIOCTaBJbahE HA/UIEXKHOCTH KA0 U MPABIJIA y CIy4ajy CyKoOa HaIIeKHOCTHL.
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3a nena mpensuheHa OUTykoM cBaka JpkaBa WiaHWIA he yCIOCTaBUTH
CBOJy HAJIEKHOCT aKO j€ JIeNI0 TIOYHUEHEHO:

a) y LeJIOCTH WM ISTAMUYHO HAa HCHOj TEPUTOPHU)H; HITH
0) on cTpaHe HBEHOT APKaB/baHUHA; HITH

B) y KOPHCT TMPaBHOT JIMIIa YHja Ce YIpaBa Hajla3u Ha TEPUTOPHJU JpKaBe
YJIaHUIIE.

Osrie TpeOa HAIIOMEHYTH J1a je ApkaBama YaHWI[aMa OCTaBJbeHa MOTYhHOCT
Jla HEe MPUMEY]Y WM Ja TPUMERYjy camo y onpeheHnM ciydajeBMMa Wid
OKOJTHOCTMMa, NpaBWia O JypUCAMKIMjU HaBeleHa y Tadkama 0) u B). U3
HaBEJICHOT TIPOM3MIIA3H Jia Cy JP)KaBe WIAHUIIE YBEK JY)KHE YCIIOCTABHTH CBOjY
HAUIOKHOCT Kaj je JIeNO TOYHILEHO y LENOCTH WM JCIMMHYHO HAa HEHO)
TEPUTOPHjH. 3aT0 je Taj KpuTepujyMm Omke Aedunucan y craBy 2. Hanme, kama
YCIIOCTaBJba CBOjY HAUIGKHOCT y OBOM CIIy4ajy, CBaka Jp)KaBa 4IaHHWIA he
OCHT'YpaTH Jla CBOjOM HaIeKHOIIhy 00yXBaTH CITy4yajeBe Y KojuMa:

a) TOUMHWIAI TIOYMHHU [0 Kada je (U3WYKM TPUCYTaH Ha HEHO]
TepuToprju, Oe3 003upa Ja JM je JeT0 W3BPIIEHO MPOTHUB HHOOP-
MAIOHOT CUCTEMA Ha HEHO] TEPUTOPU]HL;

0) 1e70 je TMOYMEEHO MPOTUB HH(POPMAIMOHOT CHUCTEMa HA HEHO]
TepuTOpHju, 6€3 003upa Ja Ju je MoYrHWIAL 010 (HU3UYKU MPUCYTaH Ha
HEHO] TEPUTOPUJU KaJl je U3BPLINO JIETIO.

V cnydajeBuMa KaJ je JIeNO MOYMHHO AP)KaB/baHHWH JPYKaBe WIAHWIIE BaH
BCHE TepUTOpH]e, peBul)eHo je aa he Tama nprkaBa diaHWIA, Koja mpeMa CBOjUM
3aKOHMMa HE M3py4yje CBOje Jp)KaBJbaHE, MPETy3eTH HEONXOIHE Mepe Ja
YCIIOCTABU CBOjy HA/UICKHOCT M Kaj je Moryhe mporecyupa aena npeasuleHa
OmrykoM. Y ciydajy MO3UTHBHOT CyKoOa HaJJIeKHOCTH M3Mel)y BHIIe ApkaBa
YIAHWIIA, APKaBe WIAHUIIE Y MUTamy he capal)iBatyl y Wby TOHOIICHA OIUTYKE
Koja he o1 ’UX TOHUTH MOYMHKOLA, TeXEhH IEHTpaTU3aIHjH TIOCTYIIKA Yy JeIHO)
JP’KaBU WIAHHUIIH, aKO je To Moryhe. Y oBOM iy, rpenBrleHo je 1ia ce apkaBe
YIAHHULE MOTY 00paTuTH OMJIO KOM Telly WM MexaHu3My EBporicke yHuje paau
ONIAKIIamka Ccapake M3Mel)y HHXOBHX TPABOCYIHHMX OpraHa M KOOPIWHALM]E
UXOBHX TTOCTYTIaKa. 3a onpeljBame penociena MpHOPUTETa MOTY C€ KOPUCTUTH
cnenehu xpurepujymu:

—Ha/yiekHa he OMTH JpkaBa 4WiIaHWIA HA 4YWjO] TEPUTOPUJU Cy Jena y

EJIOCTH WM JICTTMMUYHO TIOYHEHCHA,;

— HajiexxHa he OuTH nprkaBa YWIaHWIA YUjH j€ JpKaBJbaHUH MOYMHIIIALL
— HaJyIeKHA he OuTH AprkaBa YiaHUIIA Y KOjO] je IOUMHUIAIl TIPOHal)eH.
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C o0zupom ga je jemaH of LMJbEBA OBE OMIyKe W Ja ce MoOoJbIia
KOMYyHUKaIja U pa3MeHa uHdopmanuja mehy peneBaHTHHM HMHCTHTYIMjama
nprkaBa wianuna, OmTykoM je npeasuhero aa he y Tom muby np)kaBe diaHuIe
ocHrypar Jia nocrojeha Mpeska ornepaTMBHUX KOHTaKT Ta4ku Oyzie joctymnHa 24
yaca JTHEBHO, celaM JaHa y HezmesbH. CBe IprkaBe WiIaHUIE Cy TyXKHE Ja
obasecte ['enepannu cexperapujar CaBeta 1 KomucHjy 0 KOHTaKT Taukd KOjy
Cy ofpemuie 3a pa3MeHy WH(oOpMalMja O JelIMMa Be3aHMM 3a Hamaja Ha
uHdopmarmone cucreme. [lotom he I'enepannu cexperapujar IpoCiIeauTH Ty
uHoOpMaIjy IpyruM JIpikaBamMa WIaHWIAMa 4uMe Ou Tpebanmo na ce
YCIOCTaBU MperKa 3a pa3MeHy MH(popMaLuja.

[lpema W3Bemrajy npikaBe 4WiaHWIlE CYy y HUCIyHaBamby OBe obaBese
HajBume mombammie. CBera jeqaHaecT ApkaBa WIAHWIA je Y TOTIYHOCTH
UCIIYHWIO 00aBe3y U3 oBor wiana. OBakaB MopaxkaBajyhu pesyaTar ce Bpio
Jome ofjpakaBa Ha e(uKacHOCT OopOe MPOTUB MHTEPHET Hamajaa, jep Opza
pa3MeHa nHpopMaIrja Ko OBAKBHX JIeJia j€ O] TPECYIHOT 3HaJaja.

2. IIpensior [InpekTuBe 0 HanaaMMa
MpOTHB MHQPOPMAILIMOHMX CHCTEMA

Cama JlupextrBa he HawenmHo 3axpxkaru nocrojehe onpende Omryke, mpe
CBEra KaXihaBambe HE3aKOHUTOT MPUCTYIa, HE3aKOHUTOT OMETama
I/IH(i)OpMaI_II/IOHOI‘ CUCTEMA U HC3aKOHUTOI' MaHUITYJIUCaba ToJaluma, ajinu he u
YKJBYYHTHU HEKE HOBE EJIEMEHTE:

— KaXIbaBame yrnotpede anara (Kao IUTO je 3MOHaMEepHU copTBEp — HIIP
OOTHET — WJIM HEIO03BOJHEHO TMPHOABIbAFE PAuyHAPCKUX MIH(pH) pamu
U3BpIICHa KPUBUYHUX JICIIA;

— yBoheme ,,He3aKOHUTOI' MPUCITYIIKMBAKa  HHPOPMAIIMOHOT CHCTEMa Kao
KPUBUYHOT JIENIA;

— yHanpeheme €BpOICKe KPUBUYHE CYACKE/TIONMIH]CKE capalmbe Kpo3:
ojauaBame noctojehe crpykrype mMpeke 24/7 Tayaka 3a KOHTakT, yBonehu
00aBe3y /1aBara OIr0BOPA Y POKY OJI 0OCaM CaTH Ha XUTHE 3aXTEBE;

—yBoheme oOaBe3e MPHUKYIUbara OCHOBHMX CTaTHCTHYKMX MOJaTaka o
BHCOKOTEXHOJIOIIIKOM KPHMUHAITY.

JIMpeKTHBOM Ce TIOOIITpaBa Ka3Ha 3a Jiela MHTEPHET HalaJa Ha HajMame
nBe roauHe 3arBopa. [lonctumame, moMarame 1 MoKymaj Tux aena he Takohe
OUTH Ka)KFbaBaHU.
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TaKolje INOAMIKE CC M BHCHHA Ka3HHM 34 KBaJ'II/I(bI/IKOBaHC o0nHKe Jcjla Ha
HajMaI—be IICT rOAnHa 3aTBOpa, a TO Cy AcJa:

—U3BpIIEHA y OKBHPY KpUMHUHANHE opraHuzanuje (Beh mpenBubeHo
Omtykom);

— U3BpIIEHA YNOTpeOOM anara CTBOPEHOT Jia MOKPEeHe Harajie Koju yTudy Ha
3Ha4YajaH Opoj MHPOPMALMOHUX CUCTEMA WM KOjH MPOY3POKY]y 3HAYajHY
HITeTY Y BUAYy nopemehaja CUCTEMCKUX YCIyra, ((MHAHCH]CKUX TPOILIKOBA
WM TyOUTKA JIMYHUX Tofiataka (Huje panuje 6uo npeasuheHo Omiykom).
OBa onpenba mma 3a LMJb Jla C€ YXBaTH Yy KOIUTAIl Ca LIMPEHEM
MaJTMIIMO3HOT cOTBEpa KOJU CE caja KOPUCTU y BEJIMKO] MepH Ja Ou ce
BPILJIA HAjOTIACHU)H HaIaIi PEKO MHTEPHETA,

— U3BpIIICHA MPUKPHBAKEM CTBAPHOT MJICHTUTETA W3BPILIHOLA U CTBAPAHEM
TIOTPEIIHE TPEACTAaBE O CTBAPHOM BIACHUKY HICHTUTETA (HHje MpenBul)eHO
Omykom).

IV) IATYM CTYIIAFbA HA CHATY

Omnyka je, y ckiaay ca wiaHoM 13, cTymuia Ha cHary 1aHoM 00jaBJbHBamba
y Cayxb6eHom smcty EBporcke ynumje, 16. mapra 2005. romune. Pokx 3a
uMIieMeHTanujy je 6uo 16. mapt 2007. roqune. 3akspyuHo ca 1. jynom 2008.
TOJIMHE, TIOIITO je TIOCETHUK MOCIaT, yKymHo 20 AprkaBa WiaHWIA j€ UCITYHHIIO
cBOjy o0aBe3y obOaBemTaBama CaBeta n Komucuje o HalmoHamHuM ofpeadama
KOjUMa Cy UMILJIeMeHTUpaHe obaBese u3 Omiyke.

V) U3BOPU

* Jbumana Komnen Hukomuh, Panoje I'BoznenoBuh u ap., Cyszbujare
BUCOKOMEXHONOUIKO2 KPUMUHANA, YAPYKEHE JaBHUX TY)KHJala U 3aMEHHKA
jaBHuX Tyxunama Cpouje, beorpaz, 2010.

* Council of Europe, Convention on Cybercrime, Intepuer: http://conventions.
coe.int/Treaty/en/Treaties/Html/185.htm, 17. mart 2011.

* Council of European Union, Framework Decision 2005/222/JHA on attacks
against information systems, Official Journal of the EU, L 69, UntepHer:
http.//eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri= OJ:L:2005:069:
0067:0071:EN:PDF, 17. mart 2011.

* Report from the Commission to the Council: Based on Article 12 Council
Framework Decision of 24 February 2005 on attacks against information
systems, COM/2008/0448 final, Wwurepner: hitp.//eur lex.europa.eu/
LexUriServ/LexUriServ.do?uri=COM:2008:0448:FIN:EN:PDF, 17. mart 2011.
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* Commission staff working document: Impact assessment - accompanying
document to the Proposal for a Directive of the European Parliament and of the
Council on attacks against information systems, and repealing Council
Framework Decision 2005/222/JHA, SEC/2010/1122 final, WnTepHeT:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=SEC:2010:
1122:FIN:EN:PDF, 17. mart. 2011.

* Proposal for a Directive of the European Parliament and of the Council on
attacks against information systems and repealing Council Framework
Decision 2005/222/JHA, COM/2010/0517 final — COD/2010/0279,
Wnrepuert: hitp://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/
10/463 &format=PDF &aged=1 &language=EN&guilanguage=en, 17. mart.
2011.

VI) 3HAUAJ 3A PEITYBJIVIKY CPBUJY

Kao mormucuumna Koneenunuje Pemybmmka CpOuja je y Kpumunom
3aKOHMKY Y IVIaBU 27 MHKPUMUHHCAJIA Jella IPOTUB 0e30e1HOCTH padyHapCKUX
nofaraka. YIopenHo miefjaHo omucH aena u3 Oryke MOry ce HOABECTH MOJ
ozroapajyha ena npenuleHa 3akoHUKOM: ey U3 wiaHa 2 Onyke ofrosapa
neno u3 wiana 302 3akoHuka; ey 3 wiaHa 3 Otyke oArosapa A€o U3 wiaHa
303 3akonuka; nemy u3 wiana 4 Omiyke oarosapa Aenio u3 wiana 298 3akoHuKa.
Nnak mocroje pasiuke, Mpe cBera y BUCHMHHU 3anpeheHux KasHH, Koje Cy y
Omrynn cTpoke W KO TOjMa KBaIM(UKOBAHOT OONMKa Jeia, Kaj je JIeNo
U3BpLIMIA OPraHM30BaHa KPUMUHAIHA Ipyla, IITO HAIIMM 3aKOHOAABCTBOM
Huje npeasubheHo. Takohe moctoju IUCKpenaHIa MO MHUTamkby OATOBOPHOCTH
NpaBHUX JIMIIA 32 0Ba jiena. [Ipunukom ycarnamiaBama Halller 3aKOHOIaBCTBA 2
3akoHOMaBcTBOM EY Tpebano Ou oOpatuTH maxmy Ha mpuMmende kKoje je
KoMHcHja m3Hena y M3BemTajy kao u Ha npeior J{MpekTrBe Koju He caMo J1a
noomTpasa kazHe Beh u yBoau HoBa niena. Tume 6u PerryOnika Cpouja nzdera
MOYCTHUYKE TpPEIIKe HMIUIEMEHTAllMje W MHOTO CIpeMHHje Ou, Oap
3aKOHOJIABHO, yIILIa y 60pOy MPOTHB OBOT CBE 3HA4YajHUjeT BUJIa KOMITjYTePCKOT
KpUMHUHAJIA.
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