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OOIrOBOP EBPOIICKE YHUJE 1 CABETA
EBPOIIE HA BICOKOTEXHOJIOIIIKN
KPMWHAJI 1 BAHKAPCKO ITIOCJIOBAIBE
Y CLOUD COMPUTING OKPYXEBY

ABSTRACT

Cloud computing can enable banks to reuse IT resources more efficiently -
whether they are purchased up - front or rented without any long term
commitment. However, cloud computing is much more than simply renting
servers and storage on-demand to reduce infrastructure costs. In fact, the cloud
offers a host of opportunities for banks to build a more flexible, nimble and
customer-centric business model that can drive profitable growth. At the same
time, cloud computing raises many issues at many levels and it might constitute
areal danger for users and data subjects, especially in the field of high-tech crime.
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I) CBPXA

Oxkpyxeme cloud computing-a, IpeaCcTaBba MHOTO 3HAYAjHU]Y TI0jaBy OJl
CaMOT M3HajMJbHBama CEpBEpa WM PAuyHApCKHUX pecypca 3a CKIIAAUIITCHE
HoJjaTaka Ha 3aXTeB KOPHCHUKA, M HHje CaMO TEXHWYKO IUTAbE WM TeMa, Kao
IITO C€ JI0 CKOpa MHCIIMJIO y CTPYYHO] U HayyHOj jaBHOCTH. Kao mHpopMaTnuko
OKpyXewe, cloud computing Hymu wMoryhHoCT OaHkama Ja wu3rpaje
(rexcuOmwIHMjH, Op’KM TOCIOBHM MOJEN KOjU je mocBeheH KopucHUIMMA
ycIyra ¥ KOju MOXe JI0BecTH 70 oBehama rnpogura. 360r oBe unmeHuIe cloud
computing OKpyKeme Yy TIOCIIoBamy Tpeba aa Oyne 1mojasa kojy he moHocHonu
omyKa y 6ankama koju Hucy /7 ekcriepTu pa3yMeTd U LIEHUTH Kao MOryhHOCT
3a o0oJbIamke 1 yHarpeheme paga y 6ankama. CTaHE TIOpacT yroTpede OBUX

I Munncraperso yuyTpammsux nociosa PerryGuke Cpouje.
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CepBHUCa M 3Ha4Yaj KOjU 0BAj KOHIICTIT MMa MOTUYE U3 YHEHCHHUIIC JIa Ce yKJIana y
HEKOJIMKO TIPHOPHUTETa MOJEPHOT IOCIOBama: OMOryhaBa 3aJJ0BOJbaBam-E
notpeda mocaoBama Ha (HIEKCUOMITHUM OCHOBaMa M TIOMaXe Y UCIUIAT/bUBOM
O/ITOBOpPY Ha IMPOMEHJBHBE YCIIOBE TIOCIIOBAmhA M 3aXTEBE KOJU CE€ MOCTaBIbajy
KOMIIaHWjaMa y cMucity cranue Hajgorpamse [T pecypcea. banke kao gpunancujcke
MHCTUTYIIMje KOj€ HajBHILE MOCIYjy Y OONAacTH IUIATHOT IpoMeTa MOceOHO Cy
YIPOXKEHE O CTPaHEe KPHUMUHAJIAIA U3 00IaCTH BUCOKOTEXHOJOIKOT KpHMHHAA.
[Tomrro ynorpeba cloud computing-a ca coO0M HOCH 3HATHY PEIYKIIH]y TPOIITKOBA
MIOCJIOBaa M HU3 JIPYTHX MPETHOCTH Yy OMHOCY Ha KiacuuHy /7 CTpyKTypy OBOJ
TEMHU j€ y HAy4HO] W CTPYYHO] jaBHOCTH TocBeheHa moceOHa maxma. [lopen
Konsenmmje o Bucoxorexuomomkom kpumunany (CETS No.: 185) koju je Caser
EBpone noneo y bymummerra 23.11.2001. roguse a xoja ce 0aBu NMUTamUMa
BE3aHKM 32 [10jaBy BUCOKOTEXHOJIOIIKOT KPUMHUHAJIA U JIaje MPETIOPYKE 32 FErOBO
cripedaBame u Ccy30mjame U ci1., CaBer EBporie je Temu 6e30emHoCTH yroTpeoe
cloud computing-a MOCBETHO 3HaYajHy NAXKIbY Y OKBHPY MPOJEKTa O/ HA3UBOM:
“Project on Cybercrime” y okBupy kora je mana 5. wmapra 2010. romune
o0jaBbeHa cTymuja non HasuBoM “Cloud computing and its implications on data
protection” Koja He TIpe/icTaB/ba 3BaHWYaH cTaB CaBera EBpome anmu 3Ha4dajHO
yKasyje Ha TpoOrneMe y oBoj oOmacti.? EBporcka areHIuja 3a CHIYpHOCT
padyHapckux Mpexka u uapopmarja — The European Network and Information
Security Agency (ENISA) taxobe je y Toxy 2009. romuse 00jaBuia U3BEIITa)j Mo
HazuBoM “‘Cloud computing — Benefits, risks and recommendations for information
security” y xoMe ce u3Mel)y ocraior najy u onpeleHe mpernopyke 3a 3aiiTHTy
CHCTEMa, Kao U MpaBHe Mpernopyke EBporckoj komucuju.

IT) ITOJAM CLOUD COMPUTING-a CA ACITEKTA YIIOTPEBE
Y BAHKAPCKOM ITOCJIOBAIDY

Cloud computing ce Hajuemihe neduHUIE Ka0 TUHAMUYKO 00e30ehuBame
UT pecypca Kao 1TO Cy XapaBepH, COPTBEPH WK yCyTre O CTpaHe Tpehux nmia
nyTeM padyHapckux mpexa. Wspas “cloud computing” je penatuBHO HOBHjET
JlaTyMa, ajy TOjeJMHU eJIEMEHTH OBOT KOHIIETITA, Kao IITO Cy HIIP. BUPTYEITHE

2 «Cloud computing and its implications on data protection”, Caser EBpore, oGjaBbeHo
05.03.2010. Wuteprer wusBop: www.coe.int/t/dghl/cooperation/.../2079 reps IF10
yvespoullet1b.pdf noctymnso 05.04.2011. romuse.

3 “Cloud Computing — Benefits, risks and recommendations for information security”, The
European Network and Information Security Agency (ENISA), o6jaBmmeno 20.11.2009.
Wutepuer m3Bop: http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-
risk-assessment, goctymHo mana 05.03.2011. roguse.
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MaliiHe, y ynotpebu cy Buiie aeneHdja. OHo 1mTo cloud computing YiHU
CTBapHO HOBOM TIOjaBOM Cy moBehame ymorpebe WHTepHET TexHosoruja,
BUPTYEJM3aIHja, CTAaHIApIN3allija XapIBEepCKe OnpeMe U COPTBEpH TUTIA Open
source (OTBOPEHOT M3BOpPA, CIOOOIHM 32 YHOTpeOy O CTpaHe KOPHCHHKA 0e3
Harutare). [TaBHu y3porm kopuihema cloud computing-a cy ycriecu Koje cy
yrnoTpeOoM OBOT MoJIeNa MOCTHIVIE BEIUMKEe KoMIaHuje kao mro cy Google,
Amazon u Microsoft. Ha oBuM miardopMama BelTMKe KOMITAHH]E U3TPAIIIC CY
MohHe cepBuce 3a MHTepHET mperpare, €IEKTPOHCKY TPrOBHHY, COIHjaJTHE
mpeske u apyre popme MHTEpHET cepBuca.

['maBHe kapakrepuctuke cloud computing-a cy cienehe:

— [NoTpeOHa cy Beoma MaJia yiarama a oHeKa ] OHa M HECY HEOITXO/IHA MOIITO
noctoje OecruiaTHe yCIIyre Koje Hyle pa3liiuuTe KOMITaHHWje Koje ce OaBe
TPY’KamkbEM OBUX YCITyTa;

— riahabe 1o MPUHLMITY YIIOTpeOe cepBHca Ol CTpaHe KOPHCHUKA;
— Op3a JOCTYIMHOCT ¥ MPUMEHA CEPBHUCA;
— HIDKH OTIEPATUBHU TPOIIKOBH;

— IPWIAroJUbUBOCT MOTpedamMa KOPUCHUKA M MOTYRHOCT CTajlHEe HAJOTpaIhe
1 100OJBIIAA YCITyTA.

Cloud computing nojaBibyje ce y nBe Gopme T3B. OONaKa: TPUBATHH 1 jaBHU.
3a Benuku O6poj OaHaka MPBU BaXKHHUJH KOpPaK yroTpede OBHX IIaropMu OUO je
Be3aH 3a GopMy ,,ipuBaTHH 001aK”’. OBa GopMa HacTaje Y OKBUPY KOMITaHH]CKUX
pecypca Kao HIp. y IIEHTpUMa TojiaTaka 1 HarpaBJbeHa je 3a CBpxe 00e30ehiBama
U UCTpUOyILIMje BUPTYEITHUX aruTMKalfja, HHPPACTPYKType U KOMyHHKALIMOHUX
cepeuca 3a ynorpeOy y kommanwjamMa. OBaKBH CEPBHCH HMajy €IIACTUUHY
CTPYKTYpy M IIMPOKY NMPHUMEHY Ha HHMBOY YCIIyra. 3a pasiMKy Of ,,[IPUBATHOT
obnaka” pyru oMK MOJ] HA3MBOM ,,JaBHU 00JaK’” MMa TakBy (popMy Ja LEHTpH
nofaraka Mory na Oyay ompkaBaHu o Tpehe cTpaHe — MpoBajaepa MPeKo
npyxama UT yciayra myrem mpexe. TakBu cepBucH cy HIp. “software-as-a-
service” (codTBep Kao ycnyra), platform-as-a-service (mnardopma Kao yciyra) u
infrastructure-as-a-service (uH(MpacTpykTypa kao yciyra). CBH 0OBU MOJETH CY
HaNpaBJbeH 110 MOZIENY BUPTYENM3allMje 3aCHOBAaHHMM Ha MOJENY Haruiare y
3aBUCHOCTU Off KOJIMYMHE yciyra oBUX cepBuca. OB MOIENM CBE CE BHIIE
KOPHCTE U NpeJICTaBIbajy BaxkHe enieMeHTe Hose reHeparje UT pecypca. Cranau
nopact ynorpede OBHX CepBHCa M 3Hayaj KOjU OBAj KOHIIENT MMa TMOTHUYE U3
YUIEHUIE Jla CE YKJama Yy HEKOJIMKO IPUOPUTETa MOJIEPHOT IOCIIOBama:
omoryhasa 3a10B0JbaBame MOTpeda MocioBama Ha (HIICKCHOMITHIM OCHOBaMa, U
MIOMa)kKe Y UCTUIATIBUBOM OJIrOBOPY Ha IIPOMEHJBHBE YCIIOBE MOCIIOBAMba U 3aXTEBE
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KOJU C€ MOCTaB/bajy Mpei KOMIIaHWjamMa y CMHUCIy crajgHe Hajorpamgme IT
pecypca. KomOuHOBameM BHUpTyenu3aluje W Heke o HH(POPMALMOHUX
apXUTEKTypa MOCIOBHUX MOJIefa IO MPUHIIMITY [Tahamka 1o ynotpeOu o1 CTpaHe
KOpHCHHKA, cloud computing mpecTaBiba HOBY 10jaBy Koja he 3HauajHO yTHIIaTH
Ha Ha4MH Ha Koju he 6utu 06e30ehuBane, TOCTaB/baHe v Op/KaBaHEe KOMIIOHEHTE
T crykType kao mro cy miatdgopma, armKaIyje U IMOCIOBHH MTPOLIECH.

Jenna on HajOMTHUjUX KOPUCTHU KOj€ Cy HAcTaye T0jaBoM cloud computing-
a ToceOHO y KparkuM pOKOBHMA jeCy HWKH TPOIIKOBU. Ymorpeda cloud
computing-a Takoh)e MOXke 3HauajHO CMambHUTH BpeMe MoTpeOHO 1a OaHke n3bdare
HOBE ariiKaiyje. YiTeae Koje Hacrtajy ymorepboom cloud computing-a,
pykoBoaMoIM OaHKe He Ou Tpebasio Ja cxBare Kao MPOCTy YMEbEHHITY, Beh je
NOTpeOHO Ja Ha OCHOBY MOCTOjehMX yIITela Ha pa3IMuUTUM CTyaujama
TMIOKYIIIajy Jla YCTaHOBE KOju he UM MOJIeN yITeneT HajBuIle HoBIa. Tpebaso
Ou na carienajy KpUTHUKE CTYIHje Clydaja yIoTpeOe OBHX CepBHCa, IPe HETO
IITO TOYHY JIa padyHajy yITeay Koja he Hactatu ynmoTpeOoM HOBUX MOJIEsIa Kao
mwro je cloud computing. TlotpebHo je ma ce y ¢asama mpumene cloud
computing-a BpIIM KOHCTaHTHA e€BajJyalldja OJf CTpaHEe PYKOBOAWIALA M
¢uHaHCHjCKUX CTykOHM OaHKe y BE3M ca TPOIIKOBMMA OJp)KaBama U yrnotpede
W yIITEAe KOja HacTaje mpuMeHoM Mojena. CamMo OBakaB MPUCTYIT MOXE J1a
ykaxxe Ha o0um ymrene. [Tocroju Benmuku O6poj hakTopa Koju Wrpajy 3Ha4ajHy
YIIOTY Y TOME KOJMKO OaHKa MOXe YIITEAETH YIOTpeOOM OBOT MOJena:

— YcBajame cTaHaap/ia Koju YMHe pa3MeHy M KpeTame MoJaTaka JaKIIuM,

— xopumheme npaBiIa Jja cepBUC oroBapa oapeheHoj cBpcu, Kao U HUBOY
yciyra KOJIUKO je To Moryhe, a y ckiagy ca 3axTeBUMa OaHKe 3a JaTy
aruTMKaIujy,

— MPUMEHA 3alITUTE MPUBATHOCTU IMOJIaTaKka Ha OAroBapajyhu HavuH, a ca
JIpyTe CTpaHe CTaHAapau3aldja Pa3IMuMTHX HABOA YIIOTpeOe MITO je BUIIC
Moryhe,

— peBa3WIaXKee MUTalka BIACHUINTBA HAJ [OJalliMa oOJf CTpaHe
Pa3MUUTHX OJeJhCHha Y OAHIM Pajy HHXOBOT CMEIITAMkhA Y 3ajeIHUUKH
,,00mmaK”,

— Boheme pauyHa O TOMe Jia ce opku (IIeKCHOMITHOCT HabaBKH Kako Ou ce
u30erio hukcupame 3a oxpeheHor nodassbaya.

[Topen Tora mrTo ce ynmorpeOOM OBHMX CEepBHCA IITEAW HOBAI[ TIOCTOJU W
MHOTO JIpyruX pasjora 3amro je ymnorpeda cloud computing-a peHTaOHiIHA.
[Tocroje weTnpu HauMHA HAa KOjU OaHKE MOTy jaa ymorpede cloud computing
CepBUCe Kako OW HampaBWJEe HOBE IIOCIOBHE Mojene Koju he OuTH
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OpHjEHTHCAHU Ka KJIMjeHTUMa, 1 koju he Outn Opsku u edukacHuju. Takohe Ou
MOIJIH JIa yTHYY Ha To Jia Ganke cTBapajy Behu mpodur.*

[pBu HaumH Ha KoOju cloud computing MOXe Kao OKPYKEHC Jla YTUUe Ha
Pa3Boj OaHKE je IITO Ce HEroBOM yIOTPEOOM MOCTIKE CTBApamhe (IIEKCUOMITHOT
CUCTEMa y OKpyXewmy Koje omoryhaBa Opxy pa3MeHy mnoparaka 0e3
OecrioTpeOHMX 3apKaBara y TOKy yHnotpeOe W pa3sMeHe Mojaraka y CHCTEMY.
CrBapame cloud computing OKpyXema Koje je OPHJeHTHCAHO Ka KIIMjeHTUMa
OaHKe MpeCTaBJba JPYTH HAYMH KOJUM OaHKe MOry Ja yTH4y Ha MOOOJbIIame
CBOT IIOCJIOBamba. YHOTPeOOM cloud computing-a IpuBiade ce HOBU U 3aIpKaBajy
CTapu KJIMJEHTH KpO3 HUXOBO Behe aHrakoBame W oaroBapajyhe KOPHCHUYKO
HCKYCTBO KOje UM MO)Ke OMOTYNUTH JIaKIIY MPHUCTYT U KOpHIhere OaHKapCKUX
nporsBona u yeiyra. Y cloud computing-y onakinana je u yrnorpeda arumikanyja
KOje Ceé MOTY YCIIOCTaBJbaTW M YIOTPeOJhaBaTU Yy 3aBUCHOCTH Of JKEJbE
KOpUCHHKA. YjemHo, TO je ¥ Tpehr HauMH Ha Koju OM GaHKe MOIJIe YHAIpeIuTH
CBOj€ TIOCITIOBaFbE OBHM MOZIENIOM. YroTpeda IuiaropMme Kao yciayre Beoma je
TI0jeTHOCTABJbEHA M OTBOPEHA 3a NMPHMEHY MHOBAILMja. YMECTO 3acTapeliuX U
PUTHIIHUMX CHCTEMa JlaHaC je MPUMEHOM OBOI Mojeia oxpadpeHa ymoTtpede
MOJIEpHUX aIUTHKaIlMja 3aCHOBAaHUX Ha BPCTH mozaraka. Kao ueTBpru paszmor 3a
ynotpedy cloud computing OKpyXema MOXE CE€ HaBECTH M TOOOJbIIAme
AHATUTHYKUX TeppopMaHcH cucteMa y OaHkama. MHOre KOMIIaHHje CTalHO
Tpa)ke WHOBaTHBHE HAauMHE Ja I000JbIla)y HHTEpaKUW]y ca KIUMjeHTHMa U
omoryhe 6osbH IPHUCTYN MPOM3BOAMMA WM ycayrama. Mnak, MHOTe KommaHuje
HEMajy aHaJIUTHYKe MOryhHOCTH, Hajuelrhe 3aTo IITO UM HENOCTajy MOTPEeOHM
pecypcH WM uMajy mpodiieMa ca MpHjeMOM, HHTETPHCAEM U CKITQIUIITCHEM
orpoMHe konmmuuHe moparaka. Kao mro je Beh HaBeneHo, y cloud computing
OKpY’KEEbY TPOIIKOBH 33 OBAaKBE BPCTE TTOCIIOBA 3HATHO CY YMAEHH H OJIAKIIIaHU
y CMHCITY TIPHCTYTIa OJ CTpaHe KOPHCHHKA T1a je FHXOBa TPUMEHAa SKOHOMCKH
OrpaBaHa 300T yITee y HOBILY, BpeMEHY M peCypcHMa.

I1T) PU3VILIV M IIPETHHE BUCOKOTEXHOJIOIIIKOT
KPVIMVHAJIA BAHKAPCKOM ITOCJIOBAIBY
Y CLOUD COMPUTING OKPYXEIBY

ViorpeOoM caBpeMEHEe TEXHOJIOTHje TEXHOJOIIKH AaCTeKTH CaBPEMEHOT,
pEeaJTHOT CBETa KPUMUHAJIA ¥ KPUMUHAITHE aKTHBHOCTH KOj€ C€ OZIBHjajy Y HEMY,

4 Banking on the Cloud*, Accenture Ltd, oGjaBisero 25.03.2010. ronuse, HTepHeT H3BOD:
www.accenture.conmy/.../PDF/Accenture_Banking Cloud Computing.pdf, = moctymHO
06.04.2011. roguue.
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NpeNCTaB/bajy [IMPU W BEOMa KOMIUICKCAH JPYIITBEHH IPOOJIEM.
Komepumjanuzanyja BECOKOTEXHOMOIIKOT KPUMUHAIIA BUILIE C€ HE OTHOCH CaMo
Ha TPrOBHHY MOMAIlMMa, Ka0 IITO je TO OMO CIly4aj y TPONUIOCTH Kaaa Cy
KPUMHUHAIIIM HYIWIM OCETJbHBE TIOCTIOBHE TIOJIaTKe HAjOOJbEM TOHyhady Ha
Wureprery, Beh Ha mpyxame yciayre kKojoM ce oO0yxBara LENOKYIaH Haraj U
niporiec HH(EKIMje pauyHapa, HAKOH Yera ce KOPHCHUIMMA IPYXkajy QUITpUpaHd
TIOJIAIN KOjU HACTajy Kao ,,IUI0J LEJIOKYITHOT Haraia. BaxxHo je cxBatutu aa cy
TEME Be€3aHe 3a CHI'YpHOCT ymnortpebe cloud computing-a yriiaBHOM HOBHjET
JlaTyMa ajiv Jia ce Hajyerhe paay o pu3iiMa 1 peTkama Koju ¢y Beh mo3Hary,
C TUM IIITO Y OBOM, HOBOM OKPYKEeHY TIOCTajy CBe 030MibHH]H. Kao mpumep, Moxe
CE HAaBECTH YMILCHHUIIA J]a Cy Hala/ii Ha BUPTYyelIHEe MamiHe Ha VIHTepHeTy u Ha
Wureprer Web cepsuce mocTojaii MHOTO TIpe TojaBe cloud computing-a, na cy
MHOTE O] OBHX T€Ma M paHHje pa3MarpaHe y Hay4HOj ¥ CTPYYHOj jJaBHOCTH, T€ Ja
3a wux Beh mocroje onpehena pemema.> OpraHu3oBaHe KpUMHHAIHE IpyTie
JaHac ce TMOHAIIajy MO0 WCTHM MPUHIMUIIMMA Kao JIeTalHe OpraHu3allyje,
HpoHaase ,,TPKUIIHE” MOTYhHOCTH | IIMpe CBOjE ,,TIOCTIOBHE BHAMKE TIOMOhy
TEXHOJIOIIKMX MHOBAIHja U IPUCyCcTBa Ha VIHTepHETY (Ha MpUMep MOCTaBIbambeM
cBojux MHTepHeT cajroBa, pekinama Ha DejcOyKy U CIL.), @ CBE TO pajie y IUJbY
crurama Behe (uHaHcHjcke moOuTH. OpraHu3oBaHe KPUMUHAIHE TpyIe W3
00acTi BUCOKOTEXHOMOIIKOT KPUMUHAIIA CXBATajy CYIUTUHY OW3HKC MOJENa Ha
WHTepHety, 3Hajy Kako Ja y Toj oOnmacTd (pyHKIMOHHMILY U Kako Ja H30erHy
KpUBHUYHO Tomeie.® Unmbenuna je na je cloud computing uneanan mpocTop 3a
JIeTIOBabe KpUMHUHANANA W3 O0NACTH BHCOKOTEXHOJIOMIKOT KpUMHHAma. Y
CYIITHHHU, y OKBHpY ,,00maka” WMHTepHer caobOpahaj ce mpuKymsba Ha
[IEHTPAJIM30BAHO] JIOKALIUjH, TIPYkKajyhH Ha Ta] HAYMH KPUMHHAJIIMMA TTPUITAKY
JIa IOCTUTHY KPUTHYHY Macy pecypca 3a Harajie Koje sxese qa m3semdy. U ok csu
Pa3MHIIIBAJy KAaKoO Jia y TaKBO] CPEIMHM HarpaBe 0e30e1HO OKpYKEHe 3a pa,
NPUWIMKA 32 Hamaj oI CTpaHe KpHMMMHAIAlA M OPTraHW30BAHUX KPHUMHHAHUX
rpyma ocTaje 0TBOpeHa. Te TBp/Ibhe 3aCHOBAHE Cy HA YMELEHUIIM M UJIEJU J1a IIITO
j€ BUINIE IWJhEBA 3a HAmaJl YTOJIMKO MOCTOjU Beha miaHca jaa Taj Haman Oyie
ycreniad.  3amcTa, CKyn 0OToBa Tj. 3apaKeHHMX padyHapa ¢dopmupa Hajuerihe

5 Richard C., Philippe G., M., Ryusuke M., Jesus M., Elaine S., Jessica S., “Controlling Data
in the Cloud: Outsourcing Computation without Outsourcing Control”, CCSW '09
Proceedings of the 2009 ACM workshop on Cloud computing security, ACM New York,
CAZL, 2009, ctp. 85-90.

6 Bragumup Ypomesuh, , Kopumheme WHTepHeT cepBhca KOju mpykajy 3mohyase
Iporpame Kao yCiIyry IpH U3BpILICHY KPUBUYHHX JIENa U3 00JIACTH BUCOKOTEXHOJIOIIKOT
kpumuHana y Peryommm Cpouju”, bezbeonocm, MUHUCTapCTBO YHYTpAIIBUX ITOCIOBA
Penyommike Cpbuje, beorpan, 2011, ctp. 177-190.
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J00py MPEKy padyHapCKUX pecypca KpUMHHAJIMMA, KOjH MOTOM CBOjE YCITyTe
Npozajy Ha TPXKHUINTY Npeko MHTepHeT cepBHca Ha KojuMma HyJe ,,37I0hymHe
nporpame kao yciyry” (CaaS).” Codreepcku nakety ,,3n0hymHux nporpama’ (Ha
SHITIECKOM crimeware toolkits) TOuMIbYy Ja ce T0jaBJbyjy Kao €0 YCIyre
“Software-as-a-Service”. T1000JbIIaHN €KOHOMCKH e()eKTH U pazmepe Koje cloud
computing 1 SaaS Mofen JoHOCe y TOCoBamy Takohe cy mosehane u Opoj
MOTryhHOCTH KOjé KPHMHHAIIIM W3 O0JacTH BHUCOKOTEXHOJOIIKOT KPHUMHHAJIA
UMajy TI0 TTIMTalby HOBE PAbUBOCTH Y KOjO] KPHMUHAIIM He 00aBJbajy AUPEKTHO
MIOCJIOBE KOJU C€ OJIHOCE Ha TOAaTke Koju cy KommpomurtoBaHu. OBaj TpeH[
Npe/IcTaBJba HOBE M3a30BE 3a MPOBajIepe y Morieny 0e30eHOCTH coPTBEpa KOju
TIpy’kajy Takse yciyre.3

VKOIIMKO C€ CEpBUCH OZIpXKaBajy o1 CTpaHe Tpehux Jniia oHla opraHu3aiyja
KOja KOPHCTH Taj cepBHC TyOu onpeleHy KOHTpOIy HaJ curypHomhy CBOjUX
nonaraka. banke koje kopucre cloud computing okpyxeme 3a Beoma 0301/bHE
GyHKIMje Kao IITO je HIp. MOCTIOBAKE Ca TUIATHUM M KPEUTHUM KapThIlaMa
online GaHKAPCTBO U CJ1., MOPAjy Y CBOM ITOCIIOBAEY MOCEOHO J1a 00paTe Maxmby
Ha ciezieha kbyyHa nuTama ynorpede cloud computing-a:

— a ym ¢y momaim y ,,0051aKy’” ¥ KOJI TIPOBajiepa TOBOJBHO 0e30eMHM;

—Jla M Ce YyBa NMPHUBATHOCT TOJaTaKa KOju Ce€ Hayase y ,,007aKy” ¥ Ko
IPOBAj Iepa;

—Jla M JPYyTU KIMjeHTH ofpel)eHOr TpoBajaepa 4Yuje Ce YCIyre KOPHCTE
Taxohe Mory Ja npul)y nmogarmma 6aHke;

— KaKo CBE MPETXO/IHE CTaBKe YTHUY Ha yckiahupame norpeda OaHke;

—IITa aKko MocToje 0e30€M0HOCHH TIPOITYCTH KOjU JOBOIE A0 yrpOKaBarbha
rmojiaTaka OaHKe;

—Jla JIM Cce BPUIM CKJIAJUINTEHE MOAATaKa, IbUXOBO UyBamke U CII. OHOJIHKO
JIyTO KOJIMKO j€ TO OaHLU MOTpeOHO?

HaBenena mnwurtama OaHKe MOpajy IOCTaBJbaTH KOHCTAHTHO, paju
(NEeKCHOMITHOT OTOBOpa HAa CBE BPCTE TPETHH MO 0e30eHOCT HHHXOBOT
MIOCIIOBaMa U TIOJ]aTaka KOjU CY MM O]l BUTAITHOT 3Ha4aja y pay.

7, Cloud computing sets perfect scene for cyber crime®, oGjasseno 28.07.2010. HurepHer:
http://www.asiacloudforum.com/content/cloud-computing-sets-perfect-scene-cyber-crime
noctymHO 04.02.2011.

8 ASIS International Councils: the Information Technology Security Council and the Physical
Security Council (2010): Cloud Computing and Software as a Service (SaaS): An Overview
for Security Professionals, ASIS International, SAD, ctp. 1-49.
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EBporicka areHnmja 3a CUTYpHOCT paduyHapCKHX Mpeka U nHpopmarmja —
The European Network and Information Security Agency (ENISA) y u3Bemtajy
nox HasuBoM “‘Cloud computing — Benefits, risks and recommendations for
information security” y neny mon HasuBoMm lIpaBHe mpemnopyke ykasyje Ha
npoOrieMe Be3aHe 3a TpaBHA IMHTamka y BE3W Ca CKIANMamkeM YroBopa ca
npoBajaepuma. OBU YTOBOPH HUCY CTaHIAPIHU Ka0 KOJ KIacu4HHUX MHTepHeT
yciyTa, Uy BEJIMKO] MEpPH 3aBUCE Of Tpupoze camor cloud computing kao
nojaBe. YroBopHe cTpaHe 61 Tpebaso aa obpare maxkiy Ha HBHXOBa MpaBa i
1 o0aBe3e y Ciydajy HapyllaBamba CUTYPHOCTH, TPEHOCa MofiaTaka, MpOMEHe
BPCTE TI0CNIA Y TOKY pealn3alyje ¥ MPUCTYyIa IMoJaMMa Of CTpaHe TOJHIH]e.
[TomrTo ce y 0B0j BPCTH OKpY)KeHba YECTO HaJla3e MOAIM HHTEPHOT KapakTepa,
y OBOM HM3BEIITAjy C€ HABOIU W Jia je TOTPEOHO Ja ce pa3MoTpe HauuHU
OrpaHUYCHA MPUCTYNA HA PA3THMYATHM HUBOMMA. YIIPABO W3 HABEICHUX
paziora y OBHM IIperopykama ce HaBOH Jla O yroBOpHE CTpaHe MOCEOHO
Tpebasio 1a Bozie pauyHa o 0e30e10HoCHIM pusniMa. Takole cy nare u npaBHe
npenopyke 3a EBporicky komucujy fa ce mpoyue wim pasjacHe cienehe craBke:

— IIurama Be3aHa 3a JIMpeKTUBY O 3aIITUTH MOJaTaKa U Mpernopyka u3 wi. 29
0 3alITHTH TOATaKa;

— obaBe3a mpoBajuepa cloud computing yciayra na obaBecTe KIHMjEHTE O
HapyliaBawy O0e30€IHOCTH MHHUXOBUX TIOfaTaka W 0e30€THOCHUM
HPOITyCTUMA;

— Kako ce o0aBe3e u3yseha 3a mocpeaHuke Koje mpousiiase u3 Jupekruse o
€NEKTPOHCKO] TPTOBHHH M3 WiaHOBa o7 12 1o 15 mpumemyjy Ha poBajiepe
KOjH TIPYy’Kajy OBE yCIIyTe;

—Kako Ja ce Ha Haj0osbu MOryhM Ha4yWH TMOAPKM MHUHHUMYM CTaHAapiaa
3aITUTE U ILIeMe 3a CepTU(UKAIM]Y TPUBATHOCTH KOja je 3ajeIHIYKa 32 CBE
npkaBe wianuie EBporicke yHuje.

IV) 3HAUAJ 3A PETYBJIVIKY CPBUJY

Peny6nuka CpOuja je unmanumma Casera EBpome u npkaBa koja je
patudukoBana KouBenuujy o BucokorexHonomrkoMm kKpumunairy (CETS
No.: 185) koju je Caser EBpone noneo y bymummeriru 23.11.2001. roqune, a
KOja ce 0aBU MUTambUMa BE3aHUM 32 [10jaBy BUCOKOTEXHOJIOMIKOT KpUMHHATIA U
71aje TIPETIOPYyKe 3a EroBO CIPEeYaBambe M Cy30Hjarmhe U CII. Y HaIllo] KpUBUYIHO-
NPaBHO] perylaTMBH MMILUIEMEHTHpaHe cy npenopyke u3 ose KonseHuuje. Y
OKBUpPY MuHuCTapcTBa yHyTpalmux nociosa Pemyonuke Cpouje Gpopmupano
je Onesbere 3a 60pOy MPOTHB BHCOKOTEXHOJIOIIKOT KPHUMHHAJA, 3 Y OKBUPY
Bumrer jaBHor TyxwmamrtBa Onesberme 3a O00opOy MPOTHUB BHIIET jaBHOT
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TY)KIJIAIITBA KOje ca OPraHU3alOHOT acleKTa Yy CBOjOj HAJIC)KHOCTH BpIIE
NPETKPUBUYHY HUCTPAary y Be3W ca OBUM KPUBHYHHM JIENIMMA PAJd HHUXOBOT
OTKpHBAIha U PacBET/baBarba. YIPaBO M3 HABEJCHHUX Pa3iiora o KJbYYHOT je
3Ha4aja ja ce y nomahoj mreparypu oOpary moceOHa Maxma Ha YUHCHHILY J1a
je Caser EBpone Temu 6e30emHocTu ymnorpede cloud computing-a IOCBETHO
3Ha4YajHy MaXXby y OKBUPY IpojekTa mox HasuBoM: Project on Cybercrive y
okBHpY Kora je 5. mapta 2010. romune o6jaBsbeHa cTyauja nox HazusoM ““Cloud
computing and its implications on data protection” Kkoja He HpeACTaBIba
3BannyaH craB Casera EBporme, amu 3HauajHO ykasyje Ha MpoOliemMe y OBOj
obmactu. Takohe je BakHO M na je EBporcka areHmmja 3a CHUTYpHOCT
padyHapckux Mpexa 1 uHpopmanmja - The European Network and Information
Security Agency (ENISA) y Toky 2009. rogune o0jaBuiia W3BEINTa] MO
HazuBoM “Cloud computing — Benefits, risks and recommendations for
information security” y kome ce u3Mel)y ocranor jajy 1 onpeleHe npernopyke 3a
3AIITUTY CUCTEMA, Kao U MpaBHE Npernopyke EBporickoj KoMucuju.

YrpoxkeHOCT (PUHAHCH]CKOT CEKTOpa BUCOKOTEXHOJOMIKAM KPUMHHAIIOM, a
noceOHO OaHaka M BMXOBUX KJIHMjeHara, kao TeMa y Pemyomumu Cpouju Tpebdana
Ou ma uma mocebaH 3Ha4aj 300r Oe30eTHOCTH EKOHOMCKOT CHCTEMa JpiKaBe.
Yumenuna je na cloud computing npencTaBiba OKPYKEHhE Y KOME ce paj] OaHaka
y 3HaTHO] MepH yHampelhyje n ma ce 3axBasbyjyhn OBOM OKpYKEeHY 3HATHO
CMamyjy TpOIIKOBH 3a HaOaBKy M OJp)KaBambe XapABEPCKE OIpeMe Kao |
coprBepa u apyrux UT pecypca morpeOHuX 3a 00aBbame OaHKAPCKUX
nocnoBa. MelyTum, moTpeOHO je jacHO yKa3aTH M Ha YHMIHCHHILY Ja Ou oBa
ol0macT Mopaia 1a ce peryidile Ha NpaBWiIaH HauyMH Kako OW ce Tojanu
3aIITUTAIIM  Ofl yTHUIaja W3BpIIMIANA KPUBHYHMX Jela u3 o0iactu
BHCOKOTEXHOJIOIIKOT KpUMHHAJIa Kojuma je cloud computing NOHEO HOBO
HoJpyyje 3a JeJoBame. YKOIMKO Ce TO HE YYMHM Ha aJeKBAaTaH HaulH
yrpoXkaBame OaHKapcKOr cekTopa Tj. OaHaka Koje kopucte cloud computing
OKpY)KEeH-€ y CBOM MOCJIOBarby MOIIO O 1a Oyae cBe denthe, a MOCTIEAULE CBE
ornacuHuje. Bpno vect MOTMB KpHMHHAAa U3 OOJACTH BHCOKOTEXHOJOIIKOT
KpUMMHAJa — CTUIAKkE MPOTUBIPABHE HMMOBHHCKE KOPHCTH — TOCEOHO je
U3paXeH y obmactu 3ioynorpeda M dancudukoBama IUIATHUX KapTHUIIA,
CNICKTPOHCKE TPrOBHHE W online OaHKAapCcTBA Ta je TO3HABAKkE HAYMHA
(GyHKIMOHUCAmha OaHKAPCKOT TOCIOBakha Yy OBOM OKPYKCHY M PHU3HKA U
NPETHU KOJU C€ Y HEeMy CKPHBAjy OfI BUTAHOT 3HA4aja 3a Jp)KaBHE OpraHe
Perry6muke CpOuje, OaHKe Koje MOCITyjy Y OBOM OKPYXKEEbY aJId M 32 KJIUjeHTE
Oanaka — nipemy3eha, pusnyka nuna u apyre.
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